
 

 

 

  

Trustable (sensor-

driven)  electronics  

for Automotive,  

Aviat ion and In-

dustria l  Applica-

tions 

With the emergence of autono-

mous vehicles and smart mobil-

ity, transport and road travel are 

undergoing a transformation. 

New technologies are paving 

the way towards easier, more 

efficient journeys and the goal of 

zero traffic fatalities. As critical 

tasks are increasingly trans-

ferred to vehicles and machines, 

it is vital to have trust that they 

will operate safely and reliably at 

all times. This, in turn, implies 

that the electronic components 

and systems in these vehicles 

and machines must be com-

pletely ‘trustable’ (trustworthy). 

Safety and reliability are non-ne-

gotiable requirements. The 

TRUST-E project is addressing 

these needs through the devel-

opment of methodologies and 

processes for trustable elec-

tronic components, modules, 

and systems that can be used in 

automotive and aviation applica-

tions, and in industrial settings. 

It will prove their effectiveness 

by means of three ‘Digital Eye’ 

demonstrators, covering each of 

the three application areas. 

Design of Condition Monitoring for Trustable Elec-
tronics in Intelligent Cyber-Physical Systems 

Within the project Trust-E (EUREKA PENTA 

EURIPIDES, 2020006),  a novel technology for 

trustable electronics in advanced products of 

cyber-physical systems has been developed. 

This technology, referred to as "Digital Eye", 

aims to enable a significant enhancement of 

real-time monitoring and data processing for 

feedback and self-learning capabilities directly 

within sensory systems based on low power, 

high-performance processing chips.  

Electronic systems for future vehicles and industrial ma-

chines must not only function flawlessly in harsh condi-

tions but also have a long lifetime, which might be up to 

30 years in some cases. Yet today, many of the necessary 

technologies still have critical limitations. Smart sensors, 

which ‘see’ their environment, provide signals that still are 

too fragmented and incompletely fused into information to 

be directly usable for decision-making and acting in real-

time. In addition, usual methods for assessing which ex-

isting consumer components could be used in automotive 

and industrial applications cover only hardware not soft-

ware. Moreover, there are no certification schemes for 

electronic systems that simultaneously assess both hard-

ware and software. Consequently, smart approaches to 

functional safety for safe operation – such as predictive 

‘health management’ for fault detection and AI algorithms 

tailored to local computing capabilities within vehicles or 

machines are required. 

Given these needs, TRUST-E is targeting a significantly 

increased trustworthiness of complex systems, focusing 

on advanced sensor systems across the whole chain 

from single components, via modules, to system inte-

gration. It will deliver innovations in hardware reliability, 

safety, health / lifetime monitoring, and the use of em-

bedded AI techniques for highly demanding applications 

in sensing and Edge computing for mobility. These ap-

plications are, for example, autonomous vehicles and 

semi-automated wheelchairs, as well as aviation guid-

ance systems, and collaborative industrial machines. 

The envisaged demonstrators will provide a holistic view 

of novel capabilities, with a focus on trustworthiness and 

AI that ensures the dependability of real-time respon-

siveness, fault tolerance, risk management and Auto-

motive Safety Integrity Level (ASIL) conformity in re-

source- and energy-constrained embedded distributed 

systems and applications as mentioned above. 

The overall approach is characterized by an integration 

of PoF (Physics of Failure) and DD (Dependent Failure).  

While PoF is concerned with the analysis of physical 

properties that can lead to faults, DD involves the anal-

ysis of system-wide consequence of component fail-

ures. PoF and DD approaches commonly used in indus-

tries for safety analysis, such as FTA(Fault Tree Analy-

sis) and FMEA(Failure Mode and Effects Analysis). The 

key technological innovation, referred to as "Digital 

Eye", aims to enable a significant enhancement of real-

time CM (Condition Monitoring) with data processing for 

feedback and self-learning capabilities directly within 

sensory systems based on low power, high-perfor-

mance processing chips. The concept is characterized 

by an integration of the operational feedback and self-

learning capabilities across the system hierarchy. 
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The TRUST-E support for condition 

monitoring consists of some funda-

mental services for the situation sens-

ing, condition assessment, RUL (re-

maining useful lifetime) estimation and 

health management. These functions 

can be implemented either as software 

services or as hardware dies. In the 

most demanding cases, AI capable 

dies (ICs or microcontrollers) with 

built-in AI accelerator would be prefer-

rable. One example of implementing 

condition monitoring for sensory mod-

ule in automotive vehicles is shown in 

Figure 1. The system consists of 1). 

the platform (such as a vehicle chas-

sis), the sensory components and 

modules (i.e. sensors and perception 

units), the actuation components and 

modules, and the dynamics control 

system; 2). the services for condition 

monitoring and health management, 

including sensory condition monitor(s) 

and a predictive health management 

unit. The vehicle sensors include lidar, 

radar and camera that process the 

gathered signals from the operational 

environment tother other sensory 

components for the signal amplifica-

tion, filtering, noise reduction, etc.  

  

The vehicle perception unit typically 

fuses the sensory data and conducts 

feature extraction and world-model-

ling for the dynamics control. The con-

dition monitoring and health manage-

ment support is addressed to mitigate 

the influences of the faults and degra-

dation performance of the sensing 

and actuation subsystems caused by 

specific environmental conditions 

(e.g., weather and road conditions) as 

well as specific platform conditions 

(e.g., thermal stress, strain, vibration). 

The overall objective is also to assess 

the component lifespan and thereby 

to enhance the overall system’s effi-

ciency. The functional content in-

cludes the analyses of operational 

conditions, performance and health 

status, and the control decisions re-

garding dynamic health management 

including FS/FO control, safety con-

trol, etc. In particular, the condition 

sensing collects the operational data, 

from the target components and the 

platform (regarding e.g., temperature 

and vibration). The condition analysis 

and performance and health meas-

urement components evaluate the 

condition sensing output to generate 

health data, which is then sent to the 

health controller. The health controller 

is designed to interact with the vehicle 

dynamics control system that control 

the driving behaviors of vehicle. For 

example, the state and input matrices 

of the system, along with the opera-

tion objectives, are formulated as a 

function of the degradation perfor-

mance index. This index is deter-

mined using statistical and machine 

learning algorithms. 

The work of Trust-E addresses the 

challenges of CM for sensory compo-

nents or systems posed by complex 

workload and fault conditions. The 

main reason for such challenges is 

due to the existence of a wide range 

of functional and technical parame-

ters, stochastic operational behaviors 

and trajectories. For example, when 

AI-enabled functions are used (e.g., 

for object detection and tracking), the 

sensory component could contain 

many millions of parameters (weights 

and biases) that are trained for ap-

proximating certain function of prob-

lem solving. As a result, the number of 

possible  combinations  of  states  is  

Condition Moni toring 

for FDIR and PHM  

Electronic systems for automotive and 

industrial machines must not only 

function flawlessly in harsh conditions 

but also have a long lifetime, which 

might be up to 30 years in some 

cases. The faults of components can 

arise from design errors, manufactur-

ing defects, component wear and tear, 

or caused by incompatible inputs, ex-

ternal events, or environmental condi-

tions. These faults can then manifest 

in different ways depending on the 

type of system or component and can 

range from minor issues to cata-

strophic failures. Detecting and miti-

gating faults is an important aspect of 

ensuring the reliability and safety of 

complex systems, such as aircraft, 

spacecraft, and industrial equipment. 
CM constitutes one of the most im-

portant measures for FDIR (Fault De-

tection, Isolation and Recovery) and 

PHM (Prognostics and Health Man-

agement) that are of critical im-

portance for ensuring the trustworthi-

ness of complex systems.  

 

 

 

 

For a component, CM can be applied 

for monitoring its context inputs and 

outputs,  its internal functional behav-

iours and performance, the underlying 

computation and communication infra-

structures. 

 

Figure 1. One functional example of deploying condition monitoring for sensory module in 
an automotive vehicle. 



 

 

  
Figure 2. One virtual environment developed to investigate the training of condition monitoring algo-

rithms for ML/AI enabled perception components.  The first part(Computer1 and Jetson Nano) is 
responsible for running the ADS in a hardware-in-the-loop simulated environment. The external oper-

ational environment is simulated by CARLA (http://carla.org/). The second part (Computer2) is re-
sponsible for fault injection into the perception components. 
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Exploring Opportuni -

t ies by Combining 

Physical  Testing, Anal-

ysis and Vir tual  Simu-

lat ions 

Physical testing of the system compo-

nents, such thermal cycling, provides 

valuable insights into component fault 

models and supports the design of ad-

vanced test cases by fault-injection 

testing. It helps identify potential com-

ponent failure modes, validates the 

fault models, specifies component Re-

maining useful life (RUL), and improves 

the robustness and resilience. By com-

bining physical testing with other virtual 

analysis and testing techniques, the ap-

proach by TRUST-E aims to enhance 

the understanding of faults and degra-

dations in sensory components and to 

support the generation of synthetic op-

erational data by virtual simulation for 

the training of CM services. See Figure 

2 for one example. Within this ap-

proach, simulations for specific compo-

nents, modules, and entire systems  

constitute the basis for the generation 

of operational data as physical testing 

with real hardware and in the real envi-

ronment is often dangerous, time-con-

suming, or costly. The combination with 

physical testing and analysis facilitates 

the design of test cases targeting the 

fault scenarios that are of particular 

concern for the CM design.  

 

enormous and functional correctness 

can only be given probabilistically. Be-

sides, small perturbations in input val-

ues may result in huge differences in 

the output due to the AI models’ non-

linearity. 

The TRUST-E methodology combines 

model-based system specification 

and data-driven learning for the de-

sign of CM services. The work consid-

ers the usages of both symbolic tran-

sition-system models (e.g., Markov 

Process for the calculation for the like-

lihood of specific events), and statis- 

underlying structure of data through  

the  use  of algorithms like Expecta-

tion- Maximization (EM). CM based 

on ML/AI methods can be particularly 

useful for system components that are 

inherently based on ML/AI models 

where the operational features of la-

bels are expensive to obtain. The de-

sign of CM service in a specific sys-

tem involves the specifications of op-

erational signals and data to be ob-

served and collected, operational con-

ditions to be measured and inferred, 

and the assessment of conformity re-

garding the expected conditions.  

 

tical analysis (e.g., Hypothesis test-

ing, Bayesian Analysis for determin-

ing if a system satisfies certain prop-

erties). ML/AI based methods are 

used to support both model-based 

and data-driven verification tech-

niques. Different Recurrent Neural 

Network (RNN) models, such as Long 

Short-Term Memory Networks 

(LSTM), are used to approximate 

complex nonlinear stochastic behav-

iors. Unsupervised-learning methods 

are employed for  supporting anomaly 

analysis by means of statistical mod-

els (e.g. GMM)  according  to  the  
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