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The overall aim of the project is to:

“conduct research in support of developing the CSA capability”




What is
Situation
Awareness?
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Situation Awareness

“the perception of the elements
in the environment within a
volume of time and space, the
comprehension of their
meaning, and the projection of
their status in the near future”
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Endsley, M. (1995) Toward a theory of situation awareness in dynamic systems, Human Factors, 37 (1), 32-64



Criticism of Situation Awareness

« Mentalistic — does not account for
external aids

* Individualistic — focus on the individual,
not collaboration (negotiation;
interpretations; task alignment etc.)

« Not a strong explanation — loss of
Situation Awareness...

* Cyber is something different from Aviation

Task/System Factors

- System Capability
« Interface Design
+ Stress & Workload

- Complexity

Feedback

|
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SITUATION AWARENESS

* Goals & Objectives
+ Preconceptions
(Expectations)




Situation Awareness in fighter pilot aviation

» Geographical position
— Projection (speed/time/space)
« Known adversary
— Relatively known capacity
— Tactics relatively known
» Haptics and partly visual view
« Highly cooperative

» Perception and radar-driven
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Cyber Situation Awareness

5832258898908 585888805285 2328852988

« Time and Geography different
* Unknown threat (initially)
» Adversary known, not known

« Meaning with attack is not easily
understood

« FErasable trails
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» Data-driven approach / reactive
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Common
operation picture
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COP & SA

Common Operational Picture Situational Awareness
(Ldgesbild) (Ldgesforstdelse )







Current research question

What factors do decision-makers
consider important for making
relevant decisions regarding the cyber
environment?

or

What CSA do decision-makers (think
that they) need?




What factors are there?

— Network factors
> Network infrastructure state (normal)
Perception > Firewall
> IDS
— Intelligence factors
Comprehensioﬁ Threat intelligence
> Threat actors
> Modus operandi
— Organization/Mission factors
Projection > Organizational dependencies

> Organizational goals
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2022 Research plan

1. Administrative Authority Employee CSA
Interviews transcribed and undergoing analysis
Write-up Spring 2022

2. Semi-autonomous Cyber Command and Control System (SAC3)
Demonstrator project

Planned project start: 15 January 2022
Project duration: 1 year

3. Planned surveys with Bredband2




Future research ideas

« GDTA within an organization

— Perform a GDTA within an organization to understand CSA
requirements for successful job performance

« Case study of an organization

— Examine if/how CSA requirements differ between decision-makers at
different levels within the organization




Questions?
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Paper 1

“A census of Swedish government
administrative authority employee
communications on cybersecurity
during the COVID-19 pandemic”

» 64% of administrative authorities are
not yet at the implemented systematic
cybersecurity maturity level

» 89% of administrative authorities
found information from MSB useful

= Stronger focus on first-order risks
(telecommuting, video meetings) than

second order risks (phishing, invoice
fraud)

2020 IEER/ACM Internations] Conterence on Advances in Social Networks A nalysts and Mining (ASONAM)

A Census of Swedish Government Administrative
Authority Employee Communications on
Cybersecurity during the COVID-19 Pandemic

A. Andreasson, H. Artman, J. Brynielsson, and U. Franke




Paper 2

“A census of Swedish public sector
employee communication on
cybersecurity during the COVID-19
pandemic”

» Same sources of information were
deemed useful across public sector

» 73% of county councils self-assess as
having implemented systematic
cybersecurity

» 71% of municipalities do not have full
time cyber-/information security staff

A Census of Swedish Public Sector Employee
Communication on Cybersecurity during the
COVID-19 Pandemic

Annika And( asson, Henrik Artman*?, Joel Brynielsson*!, Ulrik Franke*

Email: {anniandr, artman, joel, ulrikf} @ ki so
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Paper 3

“Cyber situational awareness issues
and challenges”

Exploring perspectives on CSA:

Technological perspective

Socio-cognitive perspective

Organizational perspective

Adversarial perspective
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Cyber situational awareness
issues and challenges
Ulrik Franke®®, Annika Andreasson”, Henrik
Artman®*, Joel Brynielsson™®, Stefan Varga®*, and

Niklas Vilhelm™*

xckholm, Swede:

RISE Research
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1 Introduction

Modern society is full of information technology, underpinning the

operations of corp B and lorganiza-
| as the personal and social lives of billions of individuals.
obvious benefits to tl ital tools, their widespread
that they must be in igly dependable. As a result
of all sorts need to m: ed decisions that uphold the
dependability of digital services. If the information stored in digital sys-
tems cannot be trusted, or if the systems themselves cannot be reached
when needed, the benefits of digitalization will not materialize.

1.1 Cyber risk management

Clearly, there are numerous risks to networks and the information in

them (see Ce & Young, 2014 for a taxonomy). One class of
risk is sy £ ternal or external, that occur
without any a ntent. Another class of risk is the threat from
adversari »rs who can reason rationally and adapt o different

defensive strategies. Itis important to consider both classes of risk, and in

Moustafa, 978-0-323-90570-1
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U. Franke, A. Andreasson, H. Artman, J. Brynielsson, S. Varga, and N. Vilhelm



What factors have we studied?

» Paperiand 2
— Network factors
> What observed cyber incidents prompted communication?
— Intelligence factors

> What sources of information were deemed trustworthy
and useful for communication

« Paper 3
— ”All factors”

> Reasoning about how factors focusing on different areas
fit in CSA and how CSA is best understood by combining
technological, socio-cognitive, organizational, and
adversarial perspectives.




