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The Perspective of the Swedish Armed Forces
Research | Education | Procurement ( … 2020 )

Swedish Armed Forces

FOI – Swedish Defence
Research Agency

FHS – Swedish
Defence University

FMV - Swedish Defence
Material Administration



Center for Cyber Defence and Information Security
( 2020 )



FRA – Swedish Defence
Radio Establishment

Swedish
Security Service

MSB – Swedish Civil
Contingencies Agency

Center for Cyber Defence and Information Security
( 2020 )
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Center for Cyber Defence and Information Security
( 2022 … )
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INFORMATION SECURITY
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Recruitment

Continuous Education / Tech transfer
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Research
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Relevant Parties

Critical Mass of Knowledge



Center for Cyber Defence and Information Security

Research Projects
• A Secure IoT Dashboard
• Attack Simulations for Defense
• Cyber Situational Awareness

• Post-quantum Cryptography
• Provable Security
• Self-Learning Systems for Cyber Defense

• Security Testing of Optical Networking Equipment
• SENTIENCE – Simulation-based reinforcement-learning security 

operations center
• Side-Channel Vulnerability and Threat Analysis with Machine 

Learning in Focus 
• Demonstrator Projekt - (Semi-) Autonomous Cyber Command 

and Control System
– together with FMV, FOI and the SWE Armed Forces 

Results



Cyber Campus Sweden

Research | Innovation | Education
for Cyber Defence and Cybersecurity

Photo: David Olgart



Supervision & Control

Operations

Coordination
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National Coordination Center for 
Cybersecurity Research and Innovation

(MSB; related to ECCC)

DEVELOP PROTECT IDENTIFY RESPOND RECOVER

National Cyber Security Center
( NCSC )

EDUCATE



Research and Innovation



Cybersecurity research in Sweden
• Lund Crypto
• Chalmers Web/Software
• Karlstad Privacy
• Halmstad Digital Forensics
• Uppsala Software
• Linköping Critical Infrastructure
• KTH CDIS
• FOI Applied Mil. Research, CRATE
• RISE IoT / AI / Automotive, Cyber Range
• Ericsson AI / Cloud / IoT / Telecom
• Saab Cyber Defence



Joint cybersecurity research in Cyber Campus

• Cyber research in Sweden - neither sufficiently coordinated nor interdisciplinary

• Few research topics are dominant, other highly important areas missing

• Cyber Campus aims to identify, execute, and coordinate cross-university research 

– an environment to conduct both cyberdefence and cybersecurity research

– directly applicable to Swedish civil/military cyber defence and industrial 
competitiveness

– both open and sensitive

Joint Cyber Research
(New Cybersecurity Tools and Methods)



Protected 
cybersecurity 
innovations
• Cybersecurity innovations must 

match digital transformation
• Research must translate into 

innovations –> new products and 
services

• Cyber Campus aims to offer a 
meeting place for cybersecurity 
experts from academia, 
authorities, industry, and 
entrepreneurs



Education



Workforce shortage
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Deficit in thousandsl (Source: ISC2 Cybersecurity Workforce Study, 2021) 



Agile Education

Target / Training 
Audience

Cooperatio
n

Format

Cyber
Campus

• Healthcare
• Trade
• Finance
• National

Critical 
Infrastructure

• …

• On-line ⟷ Classroom
• Intensive ⟷ Part time
• Micro ⟷ Macro
• Basic ⟷ Advanced

• Universities
• Polytechnics
• Training companies
• Learning centres



Europe Vectors by Vecteezy



Cyber Campus 
Sweden

Research Innovation 
Education

NCC-SE

Coordination
( of R & I )

CyberNode.SE

Coordination
( of Innovation )

National Cyber 
Security Center 

Coordination



CYBER CAMPUS SWEDEN

NATIONAL RESEARCH INFRASTRUCTURE

UNIVERSITIES, INSTITUTES, BUSINESSES
and AGENCIES
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