Swedish

A

Research

SXQgaXMgc
aWw52Zw50I
¥Y2hpbmUgd
IHVZZWQgd
bnkg¥29tc
ZW5j284gS

ibGUgdG8g
uz2x1IGlh
gY2FulIGJl
tcHVOZSBh
SZSBzZXF1
pcyBtYWNo

CDIS

aCBpcyB3c
LkQgb2¥gc
bmcgbWFj
VuIFUgd
R1IHR

Nlc

F

@y

A Y

{3 VETENSKAP

>¥ OCH KONST %%
B of®
R X

Defence

Agency

uIHROZSBT
jb21wdXRp
BNLCBOaG
jb21lwdX
W1lIH

11G

g9

CENTER FOR
CYBER DEFENCE AND

INFORMATION SECURITY

“n

& SWEDISH ARMED FORCES

) ya National
E{ Defence Radio
%- N Establishment

Swedish
Defence
University

Swedish Civil
Contingencies

Agency



David Olgart

1081
N
114 -

* Vice Director, KTH CDIS
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* Coordinator R&T Cyber Defence, Armed Forces HQ
* Project Lead | CSO, Armed Forces HQ

* Consultant - KAM - AOC, Ekeldow | Secana

* Lt Cdr/ Naval Eng. Corps ( Res.)

* CISO, FMV — SWE Defence Materiel Administration
* SME INFOSEC, SWE Military Security Service

* Naval Eng. Corps, M.Sc. Comp. Sc., KTH

* Communications Officer, RSWN (1996)




The Perspective of the Swedish Armed Forces

Research | Education | Procurement

FHS — Swedish
Defence University

FMV - Swedish Defence
Material Administration

Swedish Armed Forces

FOI — Swedish Defence
Research Agency
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Center for Cyber Defence and Information Security

(2020)

FRA — Swedish Defence
Radio Establishment
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Center for Cyber Defence and Information Security
(2022 ...)
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Skills

Recruitment

Continuous Education / Tech transfer

Innovation

Research

Cooperation

Relevant Parties

Critical Mass of Knowledge

Steering Group
Prof. Annika Stensson Trigell, Vice President KTH (Chair)
Prof. Sonja Berlijn, Head of EECS, KTH

Prof. Gunnar Karlsson, KTH

Major General Thomas Nilsson, SWAF CIO

Colonel Dr. Rikard Stridh, SWAF CScO

Management Group

Director: Prof. Pontus Johnson

V. Director/SwAF Liaison: David Olgart
Research Coordinator: Prof. Mads Dam
Education Coordinator: Charlotta Ridderstrale
Communication Coordinator: Prof. Rolf Stadler
Funding Coordinator: Assoc. Prof. Cyrille Artho
FHS Liaison: Irene Clément

Advisor: Docent Joel Brynielsson

PhD Students
Researchers Annika Andreasson
Assoc. Prof. Cyrllle Artho Marcus Birgersson
Prof. Henrik Artman Viktor Engstrom
Assist. Prof. Musard Balliu
Prof. Sonja Buchegger

Docent Joel Bynielsson

Prof. Mads Dam

Prof. Elena Dubrova

Prof. Mathias Ekstedt

Docent Ulrik Franke

Assist. Prof. Roberto Guanciale
Prof. Johan Hastad

Prof. Gunnar Karlsson

Prof. Pontus Johnson

Prof. Robert Lagerstrom

Praf—RalfStadl
T NOoTotaurct

Kim Hammar
Joel Gartner
Henrik Karlsson
Jakob Nyberg
Leon Fernandez
Can Aknesil

Dr. Teodor Sommestad




Center for Cyber Defence and Information Security

Research Projects Results

* A Secure loT Dashboard

* Attack Simulations for Defense

*  Cyber Situational Awareness

* Post-quantum Cryptography

* Provable Security

+ Self-Learning Systems for Cyber Defense

»  Security Testing of Optical Networking Equipment

+  SENTIENCE - Simulation-based reinforcement-learning security
operations center

+ Side-Channel Vulnerability and Threat Analysis with Machine
Learning in Focus

* Demonstrator Projekt - (Semi-) Autonomous Cyber Command
and Control System

— together with FMV, FOI and the SWE Armed Forces




Cyber Cam

Research | Innovation | Education
for Cyber Defence and Cybersecurity

- Photo: David Olgart
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Research and Innovation
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Lund
Chalmers
Karlstad
Halmstad
Uppsala
Linkoping
KTH

FOI

RISE
Ericsson
Saab

Crypto
Web/Software
Privacy LHNDS

Digital Forensics

Software HALMSTAD

Critical Infrastructure IHIVERSITY
CDIS

Applied Mil. Research, CRATE
loT / Al / Automotive, Cyber Range
Al / Cloud / 10T / Telecom

Cyber Defence




Joint cybersecurity research in Cyber Campus

» Cyber research in Sweden - neither sufficiently coordinated nor interdisciplinary

» Few research topics are dominant, other highly important areas missing

« Cyber Campus aims to identify, execute, and coordinate cross-university research
— an environment to conduct both cyberdefence and cybersecurity research

— directly applicable to Swedish civil/military cyber defence and industrial
competitiveness

— both open and sensitive

Joint Cyber Research
(New Cybersecurity Tools and Methods)
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Protected
cybersecurity
iInnovations

« Cybersecurity innovations must
match digital transformation

« Research must translate into
innovations —> new products and
services

« Cyber Campus aims to offer a
meeting place for cybersecurity
experts from academia,
authorities, industry, and
entrepreneurs
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Deficit in thousandsl (Source: ISC2 Cybersecurity Workforce Study, 2021)
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Universities
* Polytechnics

* Healthcare * Training companies

e Trade * Learning centres

* Finance Target / Training

* National Audience .
Critical . On-lmfe — CIassron
Infrastructure * |ntensive < Part time

Micro «— Macro
Basic «— Advanced




What
Others

Do




Research, Innovation

and Education with
Coherence and

Direction

Cyber Campus
National Cyber Sweden

Security Center Research Innovation

Education
Coordination

CyberNode.SE NCC-SE

Coordination

Coordination
( of Innovation ) (of R&1)




Cutting-edge results
beyond what is
possible for a single

university, institute,
businessess or

government agencies

CYBER CAMPUS SWEDEN

NATIONAL RESEARCH INFRASTRUCTURE




Cyber Campus Sweden

Forskning, innovation
och utbildning fér
cyberférsvar och cybersdkerhet

10000 110

CYBERCAMPUS
SVERIGE

Varfér behdvs Cybercampus

Sverige?

Om véra digitala infrastrukturer inte &r sékra riskerar vi véra

samhdllskritiska funktioner.

Cybersakerhet &r en central frdga f6r digitali-
seringen av Sverige. Men att bygga och forvalta
digitala system hor hittils visat sig vora en
Svervoidigande utmaning. Fliden av osdker
toknik &r stora krav pd de som arbetar med

Andro europeiska Iender sdsom Norge, Schweiz,
Frankrike och Tyskiond hor etablerot nationella
knutpunkter for samverkan inom forskning,
innavation och utbidaing i cybersSierhet. Dessa
sotsningor kallos emefandt for cybercampus. Vi or

Det behovs hag for ygade om att en svensk satsning
att 36410 och forsvara de forwdnonsvért sérbara behévs pd ot compus dar forskare, yrkesutdvare
system som idog ulgdr samhailets digitala infra- h kon foren

strukturer.

Dot behdvs battre verktyg och metoder f&r ott
utveckla och férvolta sakro it-systemn, ksom

digitalisering av Sverige.

Vid Cybarcampus Sverige skee samarbeten inom
forskning och innovation; ddr erbjuds soker-

g ov Detta och ges expo 1ill svonsko
16ponde tillghng 14 kunskep och iosningor frén beslutsfattare; dr koordineras svenska insatser
forskning och innovationsarbete. iEU och gors ngar som

Ansvaret f6r ot skydda den svenska cyberdomanen
delas melan ménga

bidror til att Sverige gor aviryck pa den inferna-
tionelia orenan. Cybercompus Sverige ulgdr en
nationell och

finas Bven inom akademik utbildning och forskning
i gt ulan

notionellt melian larosaten, forskningsinstitut,

h kining av vid
hogskolor och institut | hela landet.

Sigbritt Korlsson

0@

och svenskt ndringsliv.

Micoel Bydén

Pio Sandvik
Roktor, KTH CEO, RISE Overbefaihavore
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