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Interconnected World
Made of Computing Systems
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How Do We Tame
Such Complexity?

ooooooooooooooooooooooooo



Autonomous Software Systems Design
feat. Control Theory

What is control?



Karl Johan Richard M.
Astrom Murray

“The term control has many meanings and often varies between
communities. In this book, we define control to be the use of
algorithms and feedback in engineered systems.”

—K.J. Astrém & R. M. Murray, “Feedback Systems: An Introduction for Scientists and Engineers”, 2017
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Control System: Block Diagram

Environment

Targets
& Intelligence Actuators
Objectives

Sensors
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Classical Application Areas

Industrial and Production

Automotive

Robotics

Avionics and Aerospace

Power plants Water management
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What is the common ground of these
applications?

Physics provides mathematical models for
describing the behaviour of physical
systems

Outputs
—_—

Inputs
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What Is the PHYSICS of
COMPUTING SYSTEMS?



Research Context

Pros Cons
Control-based approaches are They require control experts to
very powerful design
Autonomous-by-design Can we automate this?
Easy to implement They often require a model

® [ightweight
® Energy-efficient

Mathematically grounded-
approaches

(Guarantees
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Control Theory Can Be Employed
In Many Different Ways

Q Explicit

modeling
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Control Theory Can Be Employed
In Many Different Ways

‘ Explicit

modeling

‘

cess soss

many alternatives

© Alessandro V. Papadopoulos



Control Theory Can Be Employed
In Many Different Ways

Q Explicit

modeling

yesz

@

© Alessandro V. Papadopoulos



Control Theory Can Be Employed
In Many Different Ways

Q Explicit

modeling

:NO yes:

® o

© Alessandro V. Papadopoulos



Control Theory Can Be Employed
In Many Different Ways

Q Explicit

modeling

:NO yes:

¢ o

t single input,
. single output

4

O

ICSE14

© Alessandro V. Papadopoulos



Control Theory Can Be Employed
In Many Different Ways

‘ Explicit
‘no yes.'-,

t single input, .. multiple input,
: single output . multiple output

modeling

4 ¥

ICSE14 FSE17, 16, 15

© Alessandro V. Papadopoulos



Control Theory Can Be Employed
In Many Different Ways

Q Explicit

modeling

model : single input, .. multiple input,
based : single output . multiple output

control :
v v

O @b

ICSE14 FSE17, 16, 15

© Alessandro V. Papadopoulos



Control Theory Can Be Employed
In Many Different Ways

.-'no

not
exp||C|t|y yes

model single mput, .. multiple input,
based : single output . multiple output

control :
v v

ICSE14 FSE17, 16, 15

© Alessandro V. Papadopoulos



Control Theory Can Be Employed
In Many Different Ways

Baale
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Task Scheduling

When a Model Does Exist

Papadopoulos et al., “Hard real-time guarantees in feedback-based resource reservations”, Real-Time Systems
Papadopoulos et al., “AdaptMC: A Control-Theoretic Approach for Achieving Resilience in Mixed-Criticality Systems”, ECRTS 2018

Papadopoulos et al., “Feedback-Based Resource Management for Multi-Threaded Applications”, Real-Time Systems
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Scheduling Problem

Ideal

- time

time
>

Actual

Tentative Discrenanc Actual
Assignment pancy Execution
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Control-Based Scheduling

Discrepancies

Target Time budget
Execution time Assignment

Scheduler

Measure

time
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Model of the Task

Discrepancies

Assigned time Measured time
—_— —_—

Measured time = Assighed time + Discrepancy

x(k) =ulk—1) + d(k)
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Cloud Computing Applications

When the Model Is Hard To Find

Klein et al., “Improving Cloud Service Resilience using Brownout- Aware Load-Balancing”, SRDS 2014
Papadopoulos et al., “PEAS:A Performance Evaluation Framework for Auto-Scaling Strategies in Cloud Applications”, TOMPECS 2016

Lakew et al., “KPIl-agnostic Control for Fine-Grained Vertical Elasticity”, CCGrid 2017
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Cloud computing promises an
Infinite capacity but...



Cloud control

Several different problems
Load balancing

Autoscaling

Fault tolerance
Performance
Real-time guarantees
Resiliency

Control
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Workload Characterisation

Easy and
predictable

Flash crowd

. Completely |
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Problem

82% of end-users give up on a lost payment transaction
25% of end-users leave if load time > 4s
1% reduced sale per 100ms load time

20% reduced income if 0.5s longer load time
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Brownout in Cloud Systems

Optional
Content

Mandatory
Content

Klein et al., ICSE 2014 © Alessandro V. Papadopoulos



Brownout in Cloud Systems

Requests

Target

| — Data center
Response Time

Measure
Response
Time
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Multiple Replicas Load Balancing

Al L
Ap ———) 'n —

Oy

Useful for

load-balancer

Scale beyond a physical machine
Resilience

® Hide auto-scaling mishaps

® Hide infrastructure failures
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Multiple Failures Scenario with SQF
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Can One Do Better?

ooooooooooooooooooooooooo



Control-Based Approach

Idea: Modify the SQF policy to maximize the optional content served ®,
and minimize the queue-length ¢g

We measure: queue-lengths ¢;, and dimmers O,

We control: queue-offsets u;

® SQF picks the replica with smallest value of g; — u;
® Queue-offsets computed with a “Pl-Based Heuristic” (PIBH) policy:
u(k + 1) = (1 = p) [i(k) + ypAO k) + y,©,(k)| + rq;(k)

Maximize the optional content Minimize the
queue length
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Optional Content vs Response Time
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SQF

PIBH

Resili

Replica 3 Replica 1

ency

Replica 2 Replica 4

fails fails restored restored
Replica 4 | Replica 2 | Replica 1 | Replica 3
fails fails restored restored
Y Y Y Y Y vy vy
o 290 | | | | | | | | 100
~— F_——————— e | - e e M
o 200 |~ | /
Q | I I
v 150 - 2y "«VI\I\‘ ,\,r‘ 'n”r"
> 100 | \ny vy 50
O
Q
- 50 [ 25
I': 0 | | | 0
Only replica 0 during this interv
- 290 | | / | | | |
L e mmm——— b —— - \ e s el ke 100
O 200 [ ) /
'g' ’ IIll . r. ? l’ &
" 150 [ " ,‘ n ,,\I ’/ w
4 I\
S 100 | AR} i >0
D v
100 200 300 400 500 000 700 3800 900
Time [s]

Ratio [%]

Optional Content £ Optional Content
Ratio [%]

© Alessandro V. Papadopoulos



Workload

Infrastructure )Monitoring

Lease/Release

®

Scheduler Universal Autoscaler
7
Task Autoscaling Policy q\
'Jl> % Placement (3)
Policy . Demand Supply
Job Queue Analyzer || Analyzer
L Task Status 7Y

(4)
Resource Manager—
Filter

Resource Status

J)

Prediction

Measured performance, CPU and memory utilization

desired
performance

#cpu,
MIMO mem. size
Controller
Autonomic

Capacity Manager

Actuators

Load
VM
Service Sensor
Hypervisor

~N

Data centre: Uy
te
<<
A6
- &
8 \/
O
Time
C 0
"Epoch expiration. @

-«
Demand for a,,: un,m_/’

@ Link cost
2T ( ‘4%
~ P \\ | =N x\~\\§\/ <

--=-=» Application placement option

Budget surplus: &, > Budget surplus

/'“*‘\ Budget: €
,1(\";&/\" ol

\O

Data centre: Up

Neighbourhood: ./V;k

Control Has Proven Useful in the Design
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Autonomous Software Design With Control

Feedback Scheduling
Wireless Sensor Networks
Hard-RT Guarantees
Mixed-critical systems

Self-Adaptive Software (SAS)
Requirement-based control design
Automated control synthesis for SAS
Proactive Control

Autoscaling
Load balancing
Resiliency
Fault-tolerance
Data streaming

Application heartbeat
Control of application
Memory management

Performance
Engineering

Control-based benchmarking
Probabilistic Performance evaluation

Methodological principles
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Current Challenges

Automate the decision-making algorithm design
Include and model Humans-In-The-Loop
Cross-fertilisation with other fields
Artificial Intelligence
Machine learning
Formal Methods
Real-Time Systems
General formulation of Physics Theory of Computing Systems
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Comments, Feedback, and Questions Are Welcome

This work has been supported by:

KK-stiftelsen
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