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"CAN YOU SEE ANYTHING?" 

HOWARD CARTER REPLIED: 
"YES, WONDERFUL THINGS!"
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DEFINITIONS
DEFENSIBILITY IS A KIND OF DEPENDABILITY

5Standard Decomposition of Defensibility into Quality Sub-factors

Common Concepts Underlying Safety, Security, and Survivability Engineering, Donald G. 

Firesmith, December 2003
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ANALYSIS
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REWARDS

Interoperability

Defense utility

Economy of Scale

+ →

Ericsson’s mobility 

Report June 2022
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COMPLEXITY 1(3)
CONSEQUENCE OF THAT SOFTWARE EATS THE WORLD

• The universal machine

• Can be changed to any other machine

• Near-zero marginal cost

• Cognitive complexity  

• Degree of isolation

• Operating Systems assumes that “they are alone on 

the hardware”. Virtualization create this illusion on 

shared hardware. 

9
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Complexity 2(3)
threat landscape increases in diversity

&

Physics Computer Science

Fire, maneuver and protection
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COMPLEXITY 3(3)
A NATO SUPPLY CHAIN PERSPECTIVE ON 1980→2030

System-of-SystemsSystemComponentsSub-componentsSpare-parts

FogEdge DCPodContainerLibraries

✔ Confidentiality

✔ Integrity

✔ Availability

✔ Traceability
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VELOCITY
ECONOMY OF SCALE VS SOLATION

12
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SINGLE POINT OF FAILURE 
5G AND WORKLOAD TOPOLOGY

?

?

Centralization

?

Autonomy?
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Rewards Challenges

One more Single 
Point of Failure

Difference in 
Velocity

Complexity and 
trust deficit

Overtake
opponents’ 
OODA loop

Economy of 
Scale

NATO 
Interoperability

Technology 

for 

mitigation 

efforts?
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MITIGATE COMPLEXITY | VELOCITY | SINGLE POINT OF FAILURE
SHORT TERM SOLUTION CANDIDATE

• Loose coupling

• Small common reviewable verifiable 

code base that deliver trustworthy 

isolation between redundant systems 

→ resilience

• Lock down functionality at build time to 

minimize configurability during deployment

• Work with the software supply chain.

Root of Trust
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AN IMPORTANT INGREDIENT IN THE PAIN RELIEVER:

PROGRAMMABLE 
NETWORKS
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SDN (P4) BRINGS CHANGE
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Owner
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Software

TeamFeature

Years
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FIX THE BROKEN SUPPLY CHAIN

3GPP • Product 
Suppliers

Def. 
Ind.

• Integrators

PKD • Operators
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Pain Relievers
✔ Mitigate complexity

✔ Isolation safeguards

✔ High fidelity SW supply chains

✔ Back-up network clones

✔ Timely patching

✔ Transparency & observability

…
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OFFICIAL FLYER
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• Reinforced Interoperability 

• Enabling enhanced operational capabilities of the armed forces with 5G

• Providing resilience together with today’s military communication networks

• Sustained information superiority in the defence domains at scale

• Fast and recurrent exploitation of 5G and beyond from Telco to Defence  capabilities, with feedback 
from Defence to Telco

• Enables interoperable and robust Military Multi-Domain Clouds

• Enabling e.g. Superior Logistics Management in the support zone

• Security of Supply 

• Develop and exploit European Sovereign Critical technology for Peace Keeping and Defence 
Communication

• bringing the world’s leading European 5G vendors and defence system integrators together

• secure supply of key technology 

• Strengthen strategic autonomy by trusted vendors within Europe

5G COMPAD DEVELOPS OPERATIONAL EFFECT
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