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AI for Energy Security: A Blessing or a Threat 

Machine learning an AI have found numerous applications in the area of energy systems recently, from 
building energy managements systems, through controlling the cooling of data centers to state 
estimation and solving optimal power flow in power systems. While there is no one-size-fits all ML 
solution to these problems, well designed ML solutions often outperform algorithmic approaches 
under computing time constraints. This raises the question whether they are equally effective in 
computing attacks against these systems. In this talk we discuss recent results that show that this is 
indeed the case, and through the examples of  automatic generation control and secondary control of 
microgrids we highlight the pressing need for assessing the adversarial robustness of optimization and 
control schemes in power systems.    
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