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BACKDOOR"

On 29 March 2024, software developer Andres
Freund reported that he had found a mal"ciously
introduced backdoor i inux utility xz. 4




If you want to introduce a backdoor in SSH...

=], @

SSH CLIENT

1. Server Authentication:
Server Provides its Identity to the Client

NETWORK

2. User Authentication:
Client Provides User’s Identity to the Server

SSH SERVER
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...the function RSA_public_decrypt() would be
a good place

1. Server Authentication:
Server Provides its Identity to the Client

int RSA_public_decrypt(int flen, unsigned char *from,
unsigned char *to, RSA *rsa, int padding);

NETWORK

SSH CLIENT SSH SERVER

2. User Authentication:
Client Provides User’s Identity to the Server




OpenSSL is open source, so make a “contribution”?

. openssl / crypto [ rsa [ rsa_crpt.c
[ Files p | crypto [ rsa | rsa_crp

3 Code Blame 175 lines (146 loc) - 4.02 KB
45f5d51
42 return rsa->meth->rsa_priv_enc(flen, from, to, rsa, padding);

Q Gotofile 43
44
ctags.d 45 int RSA_private_decrypt(int flen, const unsigned char xfrom,

46 unsigned char *to, RSA *rsa, int padding)
.github 47

48 return rsa->meth->rsa_priv_dec(flen, from, to, rsa, padding);

Configurations %

VMS R0
=l 51 lint RSA_public_decrypt(int flen, const unsigned char xfrom, unsigned char xto,

apps 52 RSA *rsa, int padding)
53
54 return rsa->meth->rsa_pub_dec(flen, from, to, rsa, padding);
@ crypto 55

56
0 aes 57 int RSA_flags(const RSA *r)

M aria 58 {
59 return r == NULL ? @ : r->meth->flags;
asn1 60
61
.y void RSA_blinding_off(RSA *rsa)
bf 63 {
64 BN_BLINDING_free(rsa->blinding);
65 rsa->blinding = NULL;
Bo 66 rsa->flags &= ~RSA_FLAG_BLINDING;

Y rsa->flags |= RSA_FLAG_NO_BLINDING;
buffer 68

cloudflare-quiche
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Sneakier would be to compromise a library on
which OpenSSH depends...

OpenSSH is dependent on several libraries for its functionality. The primary libraries include:

libc: The standard C library, essential for basic operations and system calls.
libz: The Zlib library for compression.

libcrypto: Part of the OpenSSL library, used for cryptographic functions.

libssl: Another part of the OpenSSL library, used for Secure Sockets Layer (SSL) and Transport

Layer Security (TLS) protocols.
libutil: A utility library often used for various system utilities.

libpam: The Pluggable Authentication Module library for authentication.




Even sneakier would be a compromise of XZ Utils

openssh does not directly use liblzma. However debian and several other
distributions patch openssh to support systemd notification, and libsystemd
does depend on lzma.




XZ Utils is open source, so make a “contribution”?

crcé4_func_type __cdecl crcé4_resolvel()

{
// [COLLAPSED LOCAL DECLARATIONS. PRESS NUMPAD "+" TO EXPAND]

__readfsqword(0x28);

// malicious function
if ( !get_cpuid(1, index, v3, &v4, v5, vé) )

return crcé4_generic;

vl = crcé4_arch_optimized;

if ( (v4 & 9x80202) != 0x80202 )
return crcé4_generic;

return vo;




Sneakier would be to compromise build files in

the release tarballs, e.g. m4/build-to-host.m4

diff --git a/build-to-host.m4 b/build-to-host.m4

i

ndex ad22a0a..d5ec315 100644
-- a/build-to-host.m4

+++ b/build-to-host.m4

d

+

[..

@ -1,5 +1,5 @e

# build-to-host.m4 serial 3

dnl Copyright (C) 2023 Free Software Foundation, Inc.
# build-to-host.m4 serial 30

1

dnl Some initializations for gl BUILD TO_ HOST.
AC_DEFUN ([gl_BUILD_TO_ HOST INIT],
[

+ dnl Search for Automake-defined pkg* macros, in the order

+ dnl listed in the Automake 1.10a+ documentation.

+ gl_am configmake='grep -aErls "#{4}[[:alnum:]]{5}#{4}$" $srcdir/ 2>/dev/

null’

+

if test -n "$gl_am configmake"; then
HAVE PKG_CONFIGMAKE=1

else
HAVE_PKG_CONFIGMAKE=0

fi

gl_sed_double backslashes='s/\\/\\\\/g'
gl_sed_escape_doublequotes='s/"/\\"/g'
gl_path _map='tr "\t \-_" " \t_\-"'
changequote(,)dnl
gl_sed_escape_for_make_1="s,\\ ([ \"&' () ;<>\\\\\"[1\\) ,\\\\\\1,g"
changequote ([,])dnl

ibGUgdGag




Even sneakier would be to hide the malicious
code in a compressed test file
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Root cause: Cognitive complexity

Cognitive complexity




Developers need cognitive assistance

Better tools and methods for secure software development

* New development environments
* New programming languages

* New operating systems

m— — « Static-analysis tools
Cognitive complexity « Dynamic testing tools

+ Verification tools




Root cause: Cognitive complexity

Better tools for secure software development

Cognitive complexity
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Insecure systems require many defenders

The Cybersecurity
Workforce Gap 2023

ff 2023 Global Cybersecurity Workforce
: 5,452,732
=3
o
= '] '] +8.7% YoY*
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~N
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REGIONS
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Insecure systems require many defenders

The Cybersecurity
Workforce Gap 2023

2023 Global Cybersecurity

5452732 ...
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Better tools and methods

Research
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More defenders

Education




