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How can ISAC help ?

e |SAC: design framework where communication and sensing tasks are cooperate

rather than competing for the network resources
e Massive MIMO brought about Large antenna arrays, with an exponential increase

of spatial resolution and beamforming capabilities

A single transceiver could in principle achieve full integration (i.e. wave-
form, time, frequency, hardware) between the 2 tasks
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A possible security vulnerability

e Full integration increases spectral,
energy and hardware efficiency

e However, an eavesdropping target
(Eve) can acquire the transmitted
Data

Transmitted
data

How can we counteract such at-
tacks ?
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e The waveform transmitted by the m-th AP is defined as
.

e precoding matrix F_ = [f

® transmit symbols x = [x

e Artificial noise

b =
m m,1 °°° fm,S:I
t t T
ml e xm’s]

En ~ €N (O,R )
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fKTHG% Eve aware signal design [1]

* We optimize {F, ,R; } as follows

min CRB,
{F,,Rz } 1M
=m

desired signal
" MUT+ Yooy D Re h | +0.2
desired signal
Yy (6m)? Ia(9m)HREma(9m) | + 0,2
11" < P, ¥m

=Y., Vk

<y

,_-—> Artificial
noise

Too low
SNR !!
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e Simulation results obtained with
M = 2 APs

¢ We notice a trade-off between
sensing and communication

® alower maximum SNR for the EVE
corresponds to a lightly higher CRB

CRB 6 [o]

CRB 6;[o]

i = —5dB e
_,,-/ ‘

o

|—— ¢ =0aB
0421 o 348
0.38 |
1 2
0.165 | © = 0dB
4= —3dB
0.16 P = —5dB —
0.155 - /

0.15C '
2

o
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e Angular proximity between target and UEs causes serious performance

degradations
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e Line of sight (LOS) blockage between
transmitting APs and target

e millimeter Waves frequency band —
sparse channel

e \We want ot maximize the probability
of detection in presence of clutter
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clutter: set of unwanted radar echos generated by objects near the target

Radar echo at AP r during timeslot

H -
y.[7] = T, [erPr (Ht @gt)

F.X[7]p

z.[7]

n, [7]

2-way radar channel \/

transmit waveform

clutter |z [t] ~ €A (0,52R)

noise

\
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e Reconfigurable intelligent surface:
array of passive reflecting elements
Imposing a phase shift onto the signal

e standard configuration: each
element is connected to ground via
tunable impedance— elements are
independent from each other

e diagonal matrix ® = diag (6), where
0 = [V, ..., e¥n]
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r '/| l‘ ' T Biasing line
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e Assuming a LoS structure for the sensing links, We optimize the power
allocation of the transmit waveform and the RIS phaseshifts as follows

maximize
0.p

subject to

U 2
Z'L'=1 Z1‘6935 Zae?f 6a,r

b, (Hl'eg,)" F X[l

— SCNR

RUM (02 + 62)
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— Power consumption

10,1 =1, n=1,...,N — RIS reflectivity
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e the probability of detection is obtained trough a generalized likelihood ratio test
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Conclusions

e |SAC proposes itself as a solution to the spectrum resource scarcity problems in
beyond 5G networks

e Network functionalities are now integrated to various extents, increasing the
network effeciency

¢ in this presentation | have presented possible solutions to two challenges that
such network can face.

e the main challenge toward commercial ISAC implementation lies in understading
the fundamental trade-offs between network functions
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