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Over seven out of ten production
workloads now execute inside a VM

* https://www.veeam.com/blog/hybrid-cloud-infrastructure-trends.html 2



https://www.veeam.com/blog/hybrid-cloud-infrastructure-trends.html
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Examples of Type | (bare-metal) hypervisors include VMware ESXi, Microsoft Hyper-V, Linux KVM, and Xen.




Otenable

CVE-2025-22224, CVE-2025-22225, CVE-
2025-22226: Zero-Day Vulnerabilities in
VMware ESXi, Workstation and Fusion

Exploited

E; Satnam Narang
&-

March 4, 2025 3 Min Read ¥y f in

Broadcom published an advisory for three flaws
in several VMware products that were exploited in
the wild as zero-days. Organizations are advised
to apply the available patches.

u: 3b21u
xxxxxxxxxx




Feel free to use this carefully prepared graphic to brief your board or the public







ssize t vmci queuepair put(void *buf, size t len) ({
if (len > Q LIMIT)
return -EINVAL;
copy_from guest(q_tail, buf, 1len);

—_—

Q LIMIT



ssize t vmci queuepair put(void *buf, size t len) {
( if (len > Q LIMIT) )
return -EINVAL;
copy_from guest(q_tail, buf, 1len);

—_—

Q LIMIT



ssize t vmci queuepAir put(void *buf, size t len) {
( if (len > Q LIMIT) )

0x400 return -EINVAL;
copy_from guest(q_tail, buf, 1len);

}

—_—

Q LIMIT



ssize t vmci_ queuepAir put(void *buf, size t len) ({
if (len > Q LIMIT)

0x400 return -EINVAL;
copy_froq_guest(q;tail, buf, len);

}

.
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ssize t vmci_ queuepAir put(void *buf, size t len) ({
if (len > Q LIMIT)

retara—EINVALS 0x1800
Leepy—ﬁsem—g-!:le-s-&(-q:ea-i—l,—bu-f, len)— 7

}
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ssize t vmci queuepair put(void *buf, size t len) ({

if (len > Q LIMIT)
return -EINVAL; . 0x1800
( copy_from guest(q tail, buf, len)7

}

—_—

Q LIMIT



Root cause: Cognitive complexity

Cognitive complexity




Developers need cognitive assistance

Better tools and methods for secure software development

+ New development environments
+ New programming languages

* New operating systems
m— — « Static-analysis tools
Cognitive complexity « Dynamic testing tools

+ Verification tools




Root cause: Cognitive complexity

Better tools for secure software development

Cognitive complexity
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Research and innovation




Insecure systems require many defenders

FIGURE 2

The Cybersecurity
Workforce Gap 2024

2024 Global Cybersecur ity Workforce Estimate
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Insecure systems require many defenders

The Cybersecurity
Workforce Gap 2024
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Better tools and methods

Research
Innovation
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More defenders

Education




