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Over seven out of ten production 
workloads now execute inside a VM

* https://www.veeam.com/blog/hybrid-cloud-infrastructure-trends.html

https://www.veeam.com/blog/hybrid-cloud-infrastructure-trends.html
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3Examples of Type I (bare-metal) hypervisors include VMware ESXi, Microsoft Hyper-V, Linux KVM, and Xen.
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ssize_t vmci_queuepair_put(void *buf, size_t len) { 
    if (len > Q_LIMIT)  
        return -EINVAL; 
    copy_from_guest(q_tail, buf, len); 
}

Q_LIMIT
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💥HEAP OVERFLOW💥

ssize_t vmci_queuepair_put(void *buf, size_t len) { 
    if (len > Q_LIMIT)  
        return -EINVAL; 
    copy_from_guest(q_tail, buf, len); 
}

Q_LIMIT
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Cognitive complexity
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Root cause: Cognitive complexity
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Developers need cognitive assistance

Cognitive complexity

Better tools and methods for secure software development

14

• New development environments
• New programming languages
• New operating systems
• Static-analysis tools
• Dynamic testing tools
• Verification tools
• … 
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Root cause: Cognitive complexity

Cognitive complexity

Better tools for secure software development

Research and innovation 15
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Insecure systems require many defenders
The Cybersecurity 

Workforce Gap 2024
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Insecure systems require many defenders

Education

The Cybersecurity 
Workforce Gap 2024



SXQgaXMgcG9zc2libGUgdG8g
aW52ZW50IGEgc2luZ2xlIG1h
Y2hpbmUgd2hpY2ggY2FuIGJl
IHVzZWQgdG8gY29tcHV0ZSBh
bnkgY29tcHV0YWJsZSBzZXF1
ZW5jZS4gSWYgdGhpcyBtYWNo
aW5lIFUgaXMgc3VwcGxpZWQg
d2l0aCBhIHRhcGUgb24gdGhl
IGJlZ2lubmluZyBvZiB3aGlj
aCBpcyB3cml0dGVuIHRoZSBT
LkQgb2Ygc29tZSBjb21wdXRp
 bmcgbWFjaGluZSBNLCB0aG
  VuIFUgd2lsbCBjb21wdX
    RlIHRoZSBzYW1lIH
      NlcXVlbmNlIG
        FzIE0uCg
           ==

CDIS

18

Better tools and methods
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More defenders
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