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* Alow-level graph manipulation system
o Selecting graph elements
o Adding/removing graph elements

A.B.C

A®B

AB+AC

AcB

......

Coallect

Node add

Link add

Node remove

Link remove
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A low-level graph manipulation system
o Selecting graph elements
o Adding/removing graph elements
A high-level metalanguage: DynaMAL
o Domain-specific system modeling
o Domain-specific graph manipulation rules

A.B.C ()
Coallect

A®B » ()—C) Node add

AB+AC ( ; ( % Link add

ASB @ Node remove
A-B @ O O Link remove

// DynaMAL
asset CreateFunction extends APIAction {
| execute >
A> Namespaces / resources[Function]

}

asset DeleteFunction extends APIAction {
| execute >
R> Namespaces / resource[Function]

} y
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Scenario source: https://github.com/RhinoSecurityLabs/cloudgoat
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Scenario source: https://github.com/RhinoSecurityLabs/cloudgoat
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Conclusions

« Solved real hacking challenges automatically

* |Implemented adversary-driven dynamics
* Replicated a missing aspect of real attacks

*  DynaMAL: https://qgitlab.com/kth-ssas/dynamal-group
«  Contact: vengs@kth.se
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