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Evolution of Wireless Infrastructure

5G: Adaptive multi-user beamforming _ _ _
6G: Control objects in the environment?

1G-4G Sector antenna
Fixed radiation pattern

”fortunate user

Fortunate user ||
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Base station

Wall penetration:
— 20 dB or more




Virtual Line-of-Sight (LOS) Path

Base station

Reconfigurable
intelligent surface (RIS)

Reconfigurable: Properties can be changed
Intelligent: Real-time programmable/controllable

Surface: Two-dimensional array of elements
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Adaptive Beamforming

Constructive superposition
Y Constructive superposition
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. - Directional Reception and Transmission
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Controllable Reflection
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Varactor diodes
'\ Dielectric

substrates

How Does an Element Phase-Shift the Signal?

Example: Patch with bias voltage V
Reflection coefficient:

A

Zn(V) - ZO
Z,(V) + Z,

Reference: X. Pei, H. Yin, L. Tan, L. Cao, Z. Li, K. Wang, K. Zhang, E.
Bjornson, “RIS-Aided Wireless Communications: Prototyping, Adaptive

| s B 55 columns . Beamforming, and Indoor/Outdoor Field Trials,” IEEE TCOM 2021.
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Th|s 6G Tech Lets Wikelegs Signals Bend L.
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Many Possible RIS Use Cases

2. Improved
channel rank

1. Relay around blockages

4. Physical layer security
5. Wireless power transfer
6. ...



ISSUES WITH
UNCONTROLLED RIS
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Reconfigurable Surfaces Affect

Phase response [deq]
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Best case scenario:
Increased small-scale fading

Nothing prevents you from
waving a metal plate in
front of a base station




Worst-Case: Inter-Operator Pilot Contamination

Synchronized time-division duplex (TDD) protocols

Frequency

A / Pilot transmission \
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Both operators change both channel simultaneously

1) Repeated pilot

transmission

None of them gets the channel they wanted!

Reference: D. Gurgunoglu, E. Bjornson, G. Fodor, “Combating Inter-
Operator Pilot Contamination in Reconfigurable Intelligent Surfaces
Assisted Multi-Operator Networks,” IEEE Tran. Commun, 2024



Channel Estimation with Inter-Operator Pilot Contamination

BS1 BS2
Received signal at operator 1’s base station (pilot \/F ):

Yp1 = \/ ¢1 Dh1g1 T ‘?52 q1P1 + Wp1

\. ___________
| b |
From own RIS Via other RIS

Repeat pilot with L different RIS configurations:
T
By = [¢i[l] ... ¢[L]] eCN
Stack the received signals:

Yp1 = v/ PpBth1 g1+ v/ PpBqul p1 + Wp1

Least -squares estimator of g;: 4

g, = —\/17 g+ Dh B 1B,D q.P1t noise UE1
p




NMSE

Consequences of Inter-Operator Pilot Contamination

Error floor unless
we make B; and B,
orthogonal —»
Requires 2 X pilots
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Pilot transmission power versus the channel estimation
normalized mean-squared error (NMSE)
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How to Combat Inter-Operator Pilot Contamination?

Receive Beamforming Schemes to Mitigate
Inter-Operator Pilot Contamination in RIS-Aided
MIMO Networks

Doga Giirgiinoglu, Student Member, IEEE, Ziya Giilgiin, Emil Bjornson, Fellow, IEEE, Gabor Fodor, Senior
Member, IEEE

Abstract—When reconfigurable intelligent surfaces (RISs) are
integrated into cellular networks, they can give rise to inter-
operator pilot contamination, severely degrading network perfor-
mance. While combatting this effect is possible by orthc lizi
the RIS configurations, it requires inter-operator coordination
and limits the degree of configuration freedom per RIS. There-
fore, in this work, we explore the use of receive beamforming
to mitigate inter-operator pilot contamination in RIS-aided
multiple input multiple output (MIMO) systems, where two
operators share infrastructure and deploy RISs to enhance
network coverage. We focus on uplink channel estimation and
data transmission and propose a method in which the base
stations (BSs) apply a novel kind of receive beamforming to

[2]. As they became prevalent due to the large-scale deploy-
ments by multiple operators, they made a revolutionary impact
on the achievable performance of mobile broadband services
[3]. Thanks to the multiple antennas, wireless channels gained
multiple spatial degrees-of-freedom allowing for spatial di-
versity and multiplexing schemes that improve signal quality
and enable to serve multiple users using fewer resources over
time and frequency [4]. In addition, the presence of multiple
antennas gave rise to an effect called channel hardening, which
made the channels with more antennas less random, resulting
in lower outage probabilities and hence increased reliability
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Policy making and standardization
Who is allowed to use an RIS?
Do we need operational rules?



ISSUES WITH
MALICIOUS RIS
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What if a Hacker Controls the RIS?

RIS

YoE K

Goal: Remove one UE from service without being
discovered (minimal effect on other users)

Reference: S. Rivetti, O. T. Demir, E. Bjérnson M. Skoglund,
“Malicious Reconfigurable Intelligent Surfaces: How Impactful Can
Destructive Beamforming be?,” IEEE Wireless Commun. Lett., 2024.



Single-User Case =

Effective channel with precoder p;:

2 —~ —~
IpThg: + pTHDy, P|” = PpH R
L J [ J
I |
hs 1 hi!

BS

. T h-hH  h
Define: ¢ — [¢T,l] . R, = [hlhl hlhs,ll

Constructive superposition:

P1:  minimize "R, Maximize |in{1¢|2 and give phase arg(hg )
P
subject to || =1, n=1,...,N, Destructive superposition:
Dnar =1, Maximize |B¥¢|2 and give phase —arg(hs 1)
(Or make hily = —h,, if possible)



Multi-User Case

- " 20
P2: minimize ¥"Rxp | @
b
subject to PRy Y > vio?, k=2,... K, 0
- = —&— random
=1 =1,...,N
ﬁbn bl n ) b 7 —E _20 - A MRT
YNt =1, o No RIS
% ——P2,c=0.9
SNR constraints: Pick y;, as fraction ¢ of maximum SNR —40 —4—P1
Solution: Relax constraints to _600 5 10 15 20 25 30
continuous high-rank ¥ = i, then N

use randomization techniques.
Works also with imperfect CSI

Reference: S. Rivetti, O. T. Demir, E. Bjérnson M. Skoglund, “Malicious Reconfigurable Intelligent
Surfaces: How Impactful Can Destructive Beamforming be?,” IEEE Wireless Commun. Lett., 2024.
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Another Example of a Malicious RIS

Destructive and Constructive RIS Beamforming in

an ISAC Multi-User MIMO Network

Steven Rivettif, Ozlem Tugfe Demir*, Emil Bjérnsonf, Mikael Skoglundt
*School of Electrical Engineering and Computer Science (EECS), KTH Royal Institute of Technology, Sweden

*Department of Electrical-Electronics Engineering, TOBB University of Economics and Technology, Ankara, Tiirkiye

Abstract—Integrated ing and cc ication (ISAC) has
already established itself as a promisi lution to the spectrum
scarcity problem, even more so when paired with a reconfigurable
intelligent surface (RIS), as RISs can shape the propagation
environment by adjusting their phase-shift coefficients. Albeit
the potential performance gain, a RIS is also a potential security
threat to the system. In this paper, we explore both the positive
and negative sides of having a RIS in a multi-user multiple-
input multiple-output (MIMO) ISAC network. We first develop
an alternating optimization algorithm, obtaining the active and
passive beamforming vectors that maximize the sensing signal-
to-noise ratio (SNR) under minimum signal-to-interference-plus-
noise ratio (SINR) constraints for the communication users and
finite power budget. We also investigate the destructive potential
of the RIS by devising a RIS phase-shift uphmlzatmn algorithm
that minimizes the sensing SNR while preserving the same
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Fig. 1: A RIS-aided ISAC network where a hacker has
hacked into the RIS’s control circuit.
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b) Sense properties of a target

Constructive superposition:
Maximize sensing SNR
Deliver SINR y to users

Destructive superposition:
Minimize sensing SNR instead
(Hide a trespasser)
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Should We Be Afraid of

Uncontrolled or Malicious
Reconfigurable Surfaces?

Yes, we cannot add RIS into systems without Yes, they can be used to turn off features or
defining rules for their use and adapting other hide targets, while “flying under the radar”.
algorithms to their existence The implementation must be secure.
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