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Evolution of Wireless Infrastructure
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1G-4G Sector antenna

Fixed radiation pattern

Fortunate user

Unfortunate user

5G: Adaptive multi-user beamforming
6G: Control objects in the environment?

?
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Wall penetration: 

− 20 dB or more

Reflection

Base station



Virtual Line-of-Sight (LOS) Path
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Reconfigurable 

intelligent surface (RIS)

Base station

Reconfigurable: Properties can be changed

Intelligent: Real-time programmable/controllable

Surface: Two-dimensional array of elements
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Experimental Demonstration

50 m

RIS: 1100 elements

RX 

antenna

USRP

Transmitter

Freq: 5.8 GHz

BW: 20 MHz

Power: 13 dBm

TX 

antenna

Baseline: −66 dBm

RIS: −39 dBm

Baseline:

Copper plate
Reference: X. Pei, H. Yin, L. Tan, L. Cao, Z. Li, K. Wang, K. Zhang, E. 

Björnson, “RIS-Aided Wireless Communications: Prototyping, Adaptive 

Beamforming, and Indoor/Outdoor Field Trials,” IEEE TCOM, 2021
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Adaptive Beamforming
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Constructive superposition

One antenna

Two antennas

(same signal)

Constructive superposition

Two antennas

(same signal,

different phase)
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Controllable Reflection
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This can be done mod 2𝜋

Surface of elements causing 

varying phase-shifts
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How Does an Element Phase-Shift the Signal?
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Example: Patch with bias voltage 𝑉

Reflection coefficient:
𝑍𝑛 𝑉 − 𝑍0

𝑍𝑛 𝑉 + 𝑍0

Reference: X. Pei, H. Yin, L. Tan, L. Cao, Z. Li, K. Wang, K. Zhang, E. 

Björnson, “RIS-Aided Wireless Communications: Prototyping, Adaptive 
Beamforming, and Indoor/Outdoor Field Trials,” IEEE TCOM 2021.

P
h
a
s
e
 r

e
s
p
o

n
s
e

 [
d
e

g
]

Frequency [GHz]

20 rows

55 columns

Prototype for 5.8 GHz band

Dielectric
substrates

Varactor diodes

20 MHz

20 MHz

Linear phaseRoughly constant

Approximate 

representation:

Tunable time delay



Recent Experiment at KTH
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28 GHz RIS

32 × 32 array

−5 degree

Reflection angle [degrees]

Received signal power [dBm]



Many Possible RIS Use Cases
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1. Relay around blockages

3. Improved localization and sensing

2. Improved 

channel rank

4. Physical layer security

5. Wireless power transfer

6. …



ISSUES WITH

UNCONTROLLED RIS
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Reconfigurable Surfaces Affect 

Multiple Systems 
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Other

systems

Other

systems

Best case scenario: 

Increased small-scale fading

Nothing prevents you from 

waving a metal plate in 

front of a base station
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Uplink Downlink Uplink Downlink

Uplink Downlink Uplink Downlink

Time

Frequency

Operator 1

Operator 2

Synchronized time-division duplex (TDD) protocols

Pilot transmission

Estimate cascaded channel

Change RIS configuration

Both operators change both channel simultaneously

None of them gets the channel they wanted!

Reference: D. Gürgünoglu, E. Björnson, G. Fodor, “Combating Inter-

Operator Pilot Contamination in Reconfigurable Intelligent Surfaces 

Assisted Multi-Operator Networks,” IEEE Tran. Commun, 2024

Worst-Case: Inter-Operator Pilot Contamination



Channel Estimation with Inter-Operator Pilot Contamination 
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Received signal at operator 1’s base station (pilot 𝑃𝑝):

𝝓1 𝝓2

From own RIS Via other RIS

Repeat pilot with 𝐿 different RIS configurations: 

Stack the received signals:

Least-squares estimator of 𝐠1:

ො𝐠1 =
𝐃𝐡1

−1𝐁1
†𝐲𝑝1

𝑃𝑝

= 𝐠1 + 𝐃𝐡1

−1𝐁1
†𝐁2𝐃𝐪1

𝒑1 + noise



Consequences of Inter-Operator Pilot Contamination
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Pilot transmission power versus the channel estimation

normalized mean-squared error (NMSE)

Error floor unless 

we make 𝐁1 and 𝐁2

orthogonal →
Requires 2 × pilots

Capacity with fixed pilot power

Performance

reduction



How to Combat Inter-Operator Pilot Contamination? 
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Multi-antenna signal processing

Identify other RIS presence

Spatial interference suppression

Improved hardware design

Sharper amplitude response

Policy making and standardization

Who is allowed to use an RIS?

Do we need operational rules? 
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ISSUES WITH

MALICIOUS RIS
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What if a Hacker Controls the RIS?
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Goal: Remove one UE from service without being 

discovered (minimal effect on other users)

Reference: S. Rivetti, Ö. T. Demir, E. Björnson M. Skoglund, 

“Malicious Reconfigurable Intelligent Surfaces: How Impactful Can 

Destructive Beamforming be?,” IEEE Wireless Commun. Lett., 2024.



Single-User Case

20

RIS, 𝝍

Multi-antenna 

BS

hacker

UE 1
𝐇t

𝐡s,1

𝐡r,1

Effective channel with precoder 𝐩1:

𝐩1
𝑇𝐡s,1 + 𝐩1

𝑇𝐇t𝐃𝐡r,1
𝝍

2

ℎ𝑠,1 ም𝐡1
H

Define: 

Destructive superposition:

Maximize ም𝐡1
H𝝍

2
and give phase −arg(ℎ𝑠,1)

(Or make ም𝐡1
H𝝍 = −ℎ𝑠,1 if possible)

Constructive superposition:

Maximize ም𝐡1
H𝝍

2
and give phase arg(ℎ𝑠,1)P1:

= ෡𝝍H 𝐑1
෡𝝍



Multi-User Case
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P2:

SNR constraints: Pick 𝛾𝑘 as fraction 𝑐 of maximum SNR

Solution: Relax constraints to 

continuous high-rank 𝚿 = 𝝍𝝍H, then 

use randomization techniques.

Reference: S. Rivetti, Ö. T. Demir, E. Björnson M. Skoglund, “Malicious Reconfigurable Intelligent 

Surfaces: How Impactful Can Destructive Beamforming be?,” IEEE Wireless Commun. Lett., 2024.

Works also with imperfect CSI



Another Example of a Malicious RIS
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Premise: We use a BS array and RIS to

a) Communicate with users

b) Sense properties of a target

Destructive superposition:

Minimize sensing SNR instead

(Hide a trespasser)

Constructive superposition:

Maximize sensing SNR

Deliver SINR 𝛾 to users



Should We Be Afraid of 

Uncontrolled or Malicious 
Reconfigurable Surfaces?

Yes, we cannot add RIS into systems without 

defining rules for their use and adapting other 
algorithms to their existence

Yes, they can be used to turn off features or 

hide targets, while “flying under the radar”. 
The implementation must be secure.
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