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» Recap of the last lecture

* Topologies

» Media access techniques

* Protocols in power systems applications
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Some terms and acronyms...

UML
MMS
AN IED oL
HTTP v OO TCP/IP
SCADA
Ethernet 1CD
scl CT/VT
HTTP  FTP .
WAN -

GOOSE  MAC SV WAN



Recap

Computers and Networks in Power Systems

,§D4$DM$%S

Grid
Operation

IP
Network

g

e

L

¥

Local Operation

Ethernet

Intro-substation
communciation
Physical
process




Recap

ROVAL INSTITUTE Protocol basics
Bored Student °°'“L‘:;3‘,‘;2“°"
&3 Q

- & S -

S ‘Q .

&‘
v s?féiiz
' R
§ &




Recap

TTTTTTTTTTTTTT The OSI model
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Network topology
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e Common topologies
- Point-to-point
- Bus

Star

Ring

Mesh

Substation 1 Solna

» Mixed topologies

» Physical and logical topologies

e Duplex




Topology

ROYAL INSTITUTE POlnt'tO'pO|nt

OF TECHNOLOGY

e Simplest type of network...

 Examples
- "Null modem”
- Bluetooth - simple usage




Topology

Bus

» Advantages
- Bus not dependent on a single machine

- High flexibility in configuration, easy to add and
remove

- Direct node to node communincation

» Disadvantages
- Heavy traffic slowg down network
- All_n& s recievepacket, sec ain

(PR (92) (32

e Roots of the Carrier Sense Multiple Access
method come from this topology ,




Topology

Star

* Advantages
- Simple

- Easy to add gmove no
- Easy managme& nd moni w
- Node breakes not affegt rest ]

,‘sz‘.g ?
- Sin ﬁ--- rt-ef failure, e 'ork depend on hub

- No M node communi

- Cabling will increase as ngtwork increases
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*» The Roots of tk aventionalPglling Method
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Topology

Ring

network
- Node to node
- Performanc
e Disadvantaggs

'f |ailure impacts network




Topology

Mesh

» Advantages
- High fault tolerance
- Redundant

» Disadvantages
- Expensive
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Mesh




Topology

Mixed topologies — Star Ring

Star, Ring and Bus, are basic topologies, and can
be combined e.g Star Ring or star star Bus
topologies
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Topology

Physical and logical topologies

» Example: Ethernet traditionaly was based on bus
topology but with the use of a hub it is phyiscally
a star

Logical = Data Link

* Hub retransmits the signal to all ports. Thus
effectively making it bus network.




Topology

Physical and logical topologies

» Topologies determine the characteristics of the
network, for example:

- Layout of the network and wiring
- Number of Nodes and size of the network
- Message Reliability

* In modern networking the physical topology no
longer limits the media access method used.




Topology

Duplex
[ |
Transmitter Reciever
SIMPLEX
Node 1 Node 2
Transmitter [ Mt dated o o—{ Transmitter
Reciever ? afeccccas Reciever
Half Duplex
Node 1 Node 2
Transmitter - Reciever

Reciever | - Transmitter

Full Duplex




Media Access Control m
Carrier-sense multiple access (CSMA) / Collision Detection (CD)
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o Carrier-sense multiple access (CSMA) / Collision Detection (CD)

ROYAL INSTITUTE
- There is data from
’Start user to send

OF TECHNOLOGY
Phys. Addresses are

Assemble a frame used (MAC addresses)
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Media Access Control
St Carrier-sense mutliple access (CSMA) / Collision Avoidance (CA)

' Start '
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a Frame - IEEE 802.11
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RTS/CTS Exchange 1

YES
Tt L A

Transmit RTS

Y

CTSReceived? NO
/  Using IEEE 802.11 RTS/CTS Exchange
YES

Y

Transmit
Application Data

1.
)

l END '




Media Access Control

Carrier-sense mutliple access (CSMA) / Collision Detection (CD)

» Advantages
- Peer to Peer Communication
- Efficient under light and heavy loads
- Variations in data transfer requirements handled
- Urgent request can be handled instantly
- No centralized bus controller is required

» Disadvantages

- Communication failure to a specific device will only
response requested and none given

- Network configuration is complex
- Non deterministic response times
- Data collision is inherent

- Medium capture effect @ @ @ G




Media Access Control

Token Passing — Token Ring




Media Access Control

Token Passing — Token Ring

* Advantages
- No Data Collisions
- Peer to peer communication
- Efficient under lightly loaded systems

- Variations in data transfer requirements can be
handled by the system

» Disadvantages
- Hard to detect communication or node failure

- Network still dependent on central communications
controller

- Semi deterministic response times obtained
- Unnecessary waiting times still inherent




Media Access Control

Other types

* Mainly for wireless networks:
- Slotted ALOHA
- Dynamic TDMA
- CDMA
- OFDMA

» Not so relevant for our overview, but good to recognise.




Routing and Addressing
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* Network layer
- IP addresses
- Broadcast and multicast
- Routing tables

e Data link layer
- MAC addresses
- ARP
- Switching

Control Center, Stockholm

SCADA
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Application
Transport

Routing and Addressing

Network layer — IP addresses Data Link

An IPv4 address (dotted-decimal notation)

172 . 16 . 254 . 1 Network
4 4 4 4

10101100.00010000.11111110.00000001

IOne byte =Eight bits
I

Thirty-two bits (4 * 8 ), or 4 bytes

» 32 bits are able to address only 4 294 967 296 unique nodes
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Routing and Addressing

Network layer — IP addresses Data Link

» Address assignment:
- Manual static assignment
- Dynamic Host Configuration Protocol (DHCP)

e Private networks can be separated from the internet using
Name Address Translation (NAT) e T

- Only one external IP address needed —-—
- Translation using a table of port numbers Z:i —

Server 2

Ay

Ay

» IPv6 addresses aim to mitigate the address exhaustion problem
by using 128-bit addresses
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Routing and Addressing

Network layer — Broadcast and multicast Data Link
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Broadcast Multicast

O
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Application
Transport

Routing and Addressing

Network layer — Broadcast and multicast Data Link

* Broadcast
- Just send to everyone
- Broadcast address ->

(255.255.255.255)
e Multicast

- IP multicast group address

Receivers inform the network infrastructure that they are interested
— Internet Group Management Protocol (IGMP)

- Multicast distribution tree
Receiver-driven tree creation O

e Really useful for ex. live TV broadcast over IP
- Phasor data in the "smart grid”? O




Routing and Addressing T
Network layer — Routing table
 Physical

* Table maintained on network-layer devices;
- Hosts
- Routers e

Host id Cost Next hop

* Three main fields:
- Host id - destination network ID (IP address/range)
- Cost - or metric of the path
- Next-hop - the specific address of the device to forward to
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ey Routing and Addressing

St Data link layer - MAC addresses Data Link
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- 6 bytes -
offset 1 2 3 4 S 6
3 6th byte | Sth byte | 4th byte 3rd byte | 2nd byte | 1st byte 6
‘8’_ 1st octet | 2nd octet | 3rd octet | 4th octet | Sth octet | 6th octet 'g'_
0, a,
S ar S
& <%— 3 bytes———p4¢——3 bytes———» 5;
o 0
ot Organisationalg Unique | Network Interface Controlle g
= Identifier (OUI) (NIC) Specific —1

8 bits
b8|b7 |b6 |b5|b4|b3|b2]|bl Data Link

L_ 0: unicast

1: multicast

0: globally unique (OUI enforced)
1: locally administered




Routing and Addressing

Data link layer — MAC addresses

ROYAL INSTITUTE
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» Burned into H/W of NIC , \_

» Can be “spoofed”

e Used in:
- Ethernet
- 802.11 wireless networks
Bluetooth
IEEE 802.5 token ring
most other IEEE 802 networks
Fiber Distributed Data Interface (FDDI)
- ATM
- The ITU-T G.hn standard — home power line

<

6 bytes

Application
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Network

Data Link
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6th byte

1st octet

Sth byte 4th byte

2nd octet | 3rd octet

3rd byte

4th octet

2nd byte | 1st byte

Sth octet | 6th octet

or

; <——— 3 bytes————p»——— 3 bytes———p
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Identifier (OUI)

Network Interface Controlle
(NIC) Specific

8 bits

[be[o7 |bs [bs [ba|b3[b2]b1 |

1: multicast

L k 0: unicast

PO PP )
N Urgiobgaiy urmyuetourernoreed
1: locally administered
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Routing and Addressing

Data link layer — Address Resolution Protocol Data Link
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e ARP links IP address to MAC address

Internet Protocol (IPv4) over Ethernet ARP packet

* Replaced by Neighbour Discovery bit 0-7 8-15
PrOtOCOI ( N D P) N I PV6 0 Hardware type (HTYPE)
16 Protocol type (PTYPE)
. . . 3 Hardware address length Protocol address length
e Ubiquitous among IPv4 devices (HLEN) (PLEN)
43 Operation (OPER)
64 Sender hardware address (SHA) (first 16 bits)
* Vulnerable to local attack 80 (next 16 bits
. . 96 (last 16 bits)
B ARP po Isoni ng 112 Sender protocol address (SPA) (first 16 bits)
128 (last 16 bits)
144 Target hardware address (THA) (first 16 bits)
160 (next 16 bits)
176 (last 16 bits)
192 Target protocol address (TPA) (first 16 bits)

|| 208 (last 16 bits)




Protocols used in power systems

» JEC 61850
- GOOSE
- SV
- MMS

e [EC 60870-5-10x

e Modbus

* DNP3

o ICCP




Protocols used in power systems

UL IEC 61850-8-1
Generic
Object Generic
Sampled Oriented Core Substation
Values Substation Time ACSI Status
(Multicast) Event Sync Services Event
| R L I B i I . T A
1 [ | 11 1 1 [}
SV GOOSE TimeSync MMS Protocol Suite GSSE
(SNTP) [Appllcatuon}
(Type 4) (Type 1, 1A) (Type 6) (Type 2, 3, 5) (Type 1, 1A)
1 [ 11 1 ! [
1 (| (I [ ! 1
1 [ (I [ ! 1
1 [ 11 1y y ! 1
1 11 | I | 1 1 1 1
| | ] j j j
i i E E UDP/IP TCP/IP ISO CO GSSE LTransport ’
E i E i T-Profile T-Profile T-Profile [ Nk ’
: |l o 1) | L |
1 1 11 1
! ' e } ! ISO/IEC 8802-2 LLC
1 (I (| 1
1 (| [ [ . )
\ — - A | - ' '{DataLlnk}

ISO/IEC 8802-3 Ethertype

ISO/IEC 8802-3 -




Protocols used in power systems
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» Generic Object Oriented Substation Event

- Specified in IEC 61850-8-1

gocbref: RET670LDO/LLNOSGOSABB_GOOSE
timeAllowedtoLive: 1100

datSet: RET670LDO/LLNOSABB_G_TRIP
- Status and values /gom: ABB_G_TRIP
_ i t: Feb 19, 2011 01:34:27.690000057 UTC
Grouped into dataset e

sgNum: 4
. . . . test: False
- Transmitted within a time of 4ms confrev: 1
ndsCom: False
numbatSetEntries: 5
# allpata: 5 items




OF TECHNOLOGY

IEC 61850-7-2 parameter

Parameter name

Argument Argument
Destination address

DatSet datSet - ]

GolD3) golD

GoCBRef gocbRef

T t

StNum stNum

SgNum sgNum

timeAllowedtoLive timeAllowedtoLive

Test test

ConfRev confRev

NdsCom ndsCom

GOOSEData numDatSetEnries

allData

timeAllowedToLive

Protocols used in power systems

ROYAL INSTITUTE GOOSE

gocbref: RET670LDO/LLNOSGOSABB_GOOSE
timeAllowedtoLive: 1100

datSet: RET670LDO/LLNOSABB_G_TRIP
goID: ABB_G_TRIP

t: Feb 19, 2011 01:34:27.690000057 UTC
StNum: 53

sgNum: 4

test: False

confrRev: 1

ndsCom: False

numbatSetEntries: 5

# allpata: 5 items
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Moottt
GOOSE - retransmission strategy

OF TECHNOLOGY

23 2.745963 Peodu1_79:05:4

24 3.000963 ArevaT&D_90:74:f

25 3.001326 ArevaT&D_90:74:f

; H ; 26 3.257996 PepModul_79:05:4

Tlme Of transmlSSI(:)n 27 3.470495 PepModul_79:05:4

PR 1 ! 1 [ 28 3.-‘13051? Peprv'odLﬂ_zQ:OS::l

-, ooy ! 29 3.470531 PepModul_79:05:4

et S . ' 30 3.470544  PepModul_79:05:4

- PRy I 1 1 1 31 3.473897 PepModul_79:05:4

- Ry HE : 32 3.481918 PepModul_79:05:4

’,' 'I ' ‘ ! | 33 3.513908 PepModul_79:05:4

'o' e ! I ! 1 34 3.642041 PepModul_79:05:4

P L’ : " l' 35 4.001266 ArevaT&D_90:74:f

P J’ "

&« » A4 \4 A

‘ TO ‘ (TO) ' 1‘T1| T2 ' T3 ' T0 ‘
| event

T0 retransmission in stable conditions (no event for a long time).
(TO) retransmission in stable conditions may be shortened by an event.
T1 shortest retransmission time after the event.

T2, T3 retransmission times until achieving the stable conditions time.




Protocols used in power systems
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- Open standard

- Transferring real-time process data

- Provides standard messages

Application Association Control Service Element (ACSE)- 1SO 8649/8650

- Encoding rules

Session Connection Oriented Session - 1SO 8326/8327

Transport 1SO transport over TCP - RFC 1006 &
Transmission Control Protocol (TCP) - RFC 793 &

Network Internet Control Message Protocol (ICMP) - RFC 792 &
Internet Protocol (IP)- RFC 791 &
Address Resolution Protocol (ARP)- RFC 826 &7

Link IP datagrams over Ethernet - RFC 894 &

MAC - 1SO 8802-3 [Ethernet]




Protocols used in power systems

ROYAL INSTITUTE IEC 61850—9-2 Sampled Values (SV)

OF TECHNOLOGY

- Used on the process bus
- Transmits 3-phase CT/VT measurements
- Sampling rate of 4kHz

- Need time synchronization

Relay(s) ‘ 1ED ‘ ‘ IED | ‘ IED | Remot

Subscribe to Access

Datasets T T T
MU Publishes Process Bus ¢ Networi )
VilStatns T 1/1/10GB &
Datasets

Ethernet
MU MU MU
PT1 I/O Optical PT2 /O CT2 Optical /O Optical

CcT MU = Merging Unit PT CT
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g Protocols used in power systems

ROYAL INSTITUTE IEC 61850-9-2 Sampled Values (SV)

OF TECHNOLOGY

ethO [Wireshark 1.8.0 (SVN Rev Unknown from unknown)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help dilic 4 +. yLe wilc (909 ' yLE £ z
Ethernet II, Src: D-LinkIn 61:35:bd (fc:75:16:61:35:bd), Dst: Iec-Tc5

@eon aZ2XCcE Q¢ ¥ T - | 1eco1sse sampled values

. - APPID: ©x4000

Filter: |sv : | Expression... v Length: 109

No. Time Source Destination Protocol Reserved 1: 0x0000 (©) SVID: KTH ICS SV]

Reserved 2: 0x0000 (0)

42222 25.796027000  D-LinkIn 61:35:bd Iec-Tc57 04:01:ff IEC61850 S

42223/25.796031000 | D-LinkIn 61:35:bd Iec-Tc57 04:01:ff 1EC61850 S ¥ savPdu Sllll)(:jflt: 1:2()(5

42224/25.796270000 | D-LinkIn 61:35.hd loc.Ics7 0401 ff TECA1259 NoASDU: 1

42225 25.796274000  D-LinkIn 61:3f:bd Iec-Tc57 04:01:ff 1EC61850 ojl ¥ S€JASDU: 1 item

42226 25.796519000  D-LinkIn 61:3§:bd Iec-Tc57 04:01:ff IEC61850 S v ASDU

42227 25.796523000  D-LinkIn 61:3§:bd Iec-Tc57 04:01:ff IEC61850 S SVIﬂ KTH_ICS Sv1 |<

42228/25.796771000  D-LinkIn 61:3§:bd Iec-Tc57 04:01:Ff IEC61850 S smp@Qt: 1206

42229 25.796775000 | D-LinkIn 61:3§:bd Iec-Tc57 04:01:ff IEC61850 § confRet: 1

42230 25.797021000  D-LinkIn 61:3§:bd Iec-Tc57 04:01:ff IEC61850 | smpSynch: none (6)

42231 25.797025000 | D-LinkIn 61:3§:bd Iec-Tc57 04:01:ff IEC61850 § > PhsMeasl

4 .797277 -LinkIn 3% -Tc57 04:01:ff

12020 23 7oranto0s D-Linkn e1iofind  recres otionirt  1ceisss 020 @ 82 02 04 b6

- 83 94 e 00 01 85 01 00 87 f f8 872060 ........ .

42234 *REF* D-LinkIn 61:35:bd ec-Tc57 04:01:71 1EC61850 S 00 00 ee 00 03 e2 ee 00 00 00 ee 00 03 99 €1 80  ........ .....

42235 0.000004000 D-LinkIn 61:35:bd ec-Tc57 04:01:ff IEC61850 S 00 00 00 00 00 63 fa 60 00 20 00 ff b6 €1 76 00  ........

42236 0.000242000 D-LinkIn 3§:bd Iec-Tc57 04:01:ff IEC61850 S 00 00 00 00 64 2c ea 60 00 60 060 00 44 c6 65 00  ..... yee

42237 0.000246000  D-LinkIn 61:3f§:bd Iec-Tc57 04:01:ff IEC61850 S 00 00 00 ff ff dd c600 6062000 ...

42238 0.000492000 D-LinkIn 61:3§:bd Iec-Tc57 04:01:ff IEC61850 S

42239 0.000496000 D-LinkIn 61:3§:bd Iec-Tc57 04:01:ff IEC61850 S

42240s0.0007490600 D-LinkIn 61:3§:bd Iec-Tc57 04:01:ff IEC61850 S DyTes On wire (084 DITS), Dytes captured (083 DI

42241 0.000752000 D-LinkIn 61:3§:bd Iec-Tc57 04:01:ff IEC61850 § Ethernet II Src: D- L1nkIn 61:35:bd (fC 75:16:61:35: bd), Dst: Iec-TcSH

42242 0.000992000 D-LinkIn 61:3%:bd Iec-Tc57 04:01:ff IEC61850 S » Destination: Iec- TC57_94.91.ff (el‘ec.cd.ez‘.el.ff)

42243 0.000996000 D-LinkIn 61:3§:bd Iec-Tc57 04:01:ff 16c61850 Sl » Source: D-LinkIn 61:35:bd (fc:75:16:61:35:bd)

42244 0.001250000 D-LinkIn 61:3§:bd Tec-Tc57 04:01:ff 1£C61850 Wl Type: IEC 61850/SV (Sampled Value Transmission (0x88ba)

42245 0.001253000 D-LinkIn 61:3§:bd Iec-Tc57 04:01:ff TEC61850 SH TEC61850 Sampled Values

42246 0.001492000 D-LinkIn 61:3§:bd Iec-Tc57 04:01:ff 1661850 SM  APPID: 0x4000

42247 0.001496000 D-LinkIn 61:3§:bd Iec-Tc57 04:01:ff IEC61850 Length: 109

42248 *REF* D-LinkIn 61:3§:bd Iec-Tc57 04:01:ff 16c61850 S  Reserved 1: 0x0000 (0) .

42249 0.000004000 D-LinkIn 61:3§:bd Iec-Tc57 04:01:ff 16C61850 S Reserved 2: 0x0000 (9) SVID. KTH_ICS_SVZ

422560 0.000243000 D-LinkIn 61:3§:bd Tec-Tc57 04:01:ff IEC61850 S|l v

42251 0.000247000  D-LinkIn 61:3%Qd ____Jec-Jcs7 0d-01.ff __ JEC6185 Siﬂ:ﬁ;Uz 1 SI]]I)(::Ilt: 1206

42252 0.000492000 D-LinkIn 61:35:bd Tec-Tc57 04:01:ff 1£C61850 Ml v seqAsDU: 1 item

42253 0.000496000 D-LinkIn 61:35:bd Iec-Tc57 04:01:ff IEC61850 v ASDU

42254 0.000742000 D-LinkIn 61:35:bd Iec-Tc57 04:01:ff IEC61850 S| sviof KTH Ics sv2

42255 0.000746000 D-LinkIn 61:35:bd Iec-Tc57 04:01:ff IEC61850 smpclt: 1206 '<

42256 *REF* D-LinkIn 61:35:bd Iec-Tc57 04:01:ff IEC61850 S confReT T

42257 0.000003000 D-LinkIn 61:35:bd Iec-Tc57 04:01:ff IEC61850 S smpSynch: none (8)

42258 0.000243000 D-LinkIn 61:35:bd Iec-Tc57 04:01:ff IEC61850 S » PhsMeasl

42259 0.000247000 D-LinkIn 61:35:bd Iec-Tc57 04:01:ff IEC61850

42260 ©.000500000 D-LinkIn 61:35:bd Iec-Tc57 04:01:ff IEC61850 S020 6b 82 02 04 b6

42261 0.000504000  D-LinkIn 61:35:bd  Tec-Tc57 04:01:ff  IEC61850 O30 83 04 00 00 00 01 85 61 00 87 40 ff f8 93 ba 00  ........ e
. P o e e rercrocn JO40 00 00 00 00 03 d3 c4 00 00 00 00 00 03 92 31 00  ........ .....

O FEile: "/trmbp/wirechark eth0 20120 = profile: Default Qo0 00 00 00 00 00 Ol 00 00 00 20 00 0 g 40 00
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» A suite of "RTU protocols”..

Protocols used in power systems

IEC 60870-5-10x

HMI/SCADA
Master

Ex
Control
Points

(down to 300 bps in
actual installations)

Actuator

J

Microwave
Spread-spectrum

Twisted-pair

,_\ﬁ
Accu
|

Fiber-optics

|
mulatorQ
|

Leased line

4]

—
@gmmmable Logic Controller (PLC)/




Protocols used in power systems

ROYAL INSTITUTE IEC 60870‘5'10X

OF TECHNOLOGY

e Standard by TC57 (same as IEC 61850)

- Specifically for power systems
- Monitoring 8
- Control < h@
- Teleprotection HMI/SCADA G peme ”Q
MaSter Twisted-pair eLern:?al
FibDei;-:_)l;J)‘t)ics (RTU) é
- A few difference flavors exist: %ﬁ‘;‘ ressedine J
- 101 - Serial RTU protocol N

- 103 - interoperability between protection/substation devices
- 104 - Variant of 101 carried over TCP/IP

- Still very commonly used.




g Protocols used in power systems

ROYAL INSTITUTE IEC 60870—5‘10X

OF TECHNOLOGY

IEC 101 Frame Format, Variable length
Data unit Name Function
Start Character Indicates start of Frame
Length Field (*2) Total length of Frame
Start Frame Start Character (repeat) Repeat provided for reliability
Control Field Indicates control functions like message direction
Link Address (0,1 or 2) Normally used as the device / station address
Type Identifier Defines the data type which contains specific format of information objects
Variable Structure Qualifier Indicates whether type contains multiple information objects or not
Data Unit Identifier
COT (1 or 2) Indicates causes of data transmissions like spontaneous or cyclic

ASDU Address (1 or 2) Denotes separate segments and its address inside a device
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Protocols used in power systems

Modbus

» Master/slave RTU protocol mainly for PLC interfacing

- Address up to 240 devices
- Coils and contacts - old names for status and command points

- Many versions (“flavours”)
- Serial RTU, ACSII
- TCP/IP

- UDP

Modbus TCP Frame Format

Name

Length

Function

Transaction Identifier

Length Field

2 bytes

2 bytes

For synchronization between messages of server

& client

Number of remaining bytes in this frame

Unit Identifier

Data bytes

1 byte

n bytes

Slave Address (255 if not used)

Data as response or commands

Modbus RTU Frame Format

Name Length Function

Start 3.5c idle | af least 3-1/2 character times of silence (MARK condition)

Address 8 bits Station Address

Data n * 8 bits Data + length will be filled depending on the message type

CRC Check 16 bits  Ermor checks
3.5c idle at least 3-1/2 character times of silence between frames




Protocols used in power systems

ROYAL INSTITUTE DN P3
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Also an “RTU protocol”...

.......

1200 bps +
(down to 300 bps in
actual installations)

Microwave
Spread-spectrum

HMI/SCADA

Remote
Terminal
Master Twisted-pair Unit L
Fiber-optics (RTU) -

Dial-up @-
Leased line \

——
@gmmmable Logic Controller (PLC)‘/

\_ N N
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» Distributed Network Protocol
SCADA master

Remote Terminal Units (RTU)
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Protocols used in power systems
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Protocols used in power systems
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e Inter-Control Center Communications Protocol (IEC 60870-6/TASE.2)
- Communication between SCADA systems
- Client/server model
- Carried over TCP/IP

- No authentication or encryption




Protocols used in power systems

ICCP - Functionality

OF TECHNOLOGY

e Functions such as:

- Periodic System Data
— Status points, analogue points, quality flags, time stamp, counters, protection events

- Device Control
— on/off, trip/close, raise/lower etc and digital setpoints.

- Program Control
— Allows an ICCP client to remote control programs executing on an ICCP server.

- Scheduling, accounting, outage and plant information

- Historical time series data between a start and end date
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* Delay
e Loss

* Throughput
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Delay, loss and throughput

Delay
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» Composed of:
- Processing delay
- Time taken for a router to process packet header

- Queuing delay
- Time that the packet waits in the queue

- Transmission delay
- Time taken to push the packet bits onto the link

- Propagation delay
- Time taken for signal to reach it's destination




Delay, loss and throughput

Loss

» Occurs when packets fail to reach their destination

* Router with full queue will drop packets %
-------- >8 Queue full

e Corruption of packet data IIIII>
- Bad signal-to-noise ratio

e Causes undesirable “jitter” in Real-Time applications

* Recovery often by higher-layer protocols (e
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Delay, loss and throughput

Throughput

* Measured in bits-per-second (bps)
- not Bytes (8-bits)

e Instantaneous
- At any instant in time

e Average
- Over a period of time

* Need to identify the bottleneck link in the network




Conclusions
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Communication Networks

TTTTTTTTTTTTTT Conclusion

OOOOOOOOOOOO

* A language to categorise and understand the many
protocols, media and devices that exits

- The OSI model

* Looked at the architectures, protocols and network
infrastructure used in power systems control (SCADA &

SAS)
» Routing and switching in more detail
» Protocols used in power systems applications

e Brief discussion of metrics on networks
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i What's next..
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