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Outline of the Lecture

* Recap of Substation Configurations
* Recap of Substation Automation Functions
* Recap of modern substation architectures
- IEC 61850 substation
- Substation communication
*» Some examples of Substation Automation Systems

Reca | /{.., J
Common (Bmponents N Lh!;yég

e Intelligent Electronic Device(s)

- Implements functions
e Bay controller

- controls all devices related to a single bay
e Human Machine Interface

- Operator console for local control/configuration
e Communication bus(es)

- Connection between devices
 Upwards communication interface.

- To SCADA
* Remote Terminal Unit

- Telemetry and remote control device
BTTIE) - Merging Unit




15-09-22

Substation architectures

novaL sTiTuTE IEC 61850 substation

Station Bus- 10/100/1000 MB Ethernet

Relay(s) F IED T IED T IED [REEif
Subscribe to Access

Datasets T T I
MU Publishes Pra cem
V/I/Status T .1/1/10GB
Datasets
Ethernet
\ |
(eI~ MU —— U MU
PT1 I/O Optical PT2 I/O CT2 Optical /O Optical
CcT MU = Merging Unit PT CT

Substation architectures

novaL msTirure The Merging Unit

\9 LINE PROTECTION BAY CONTROLLER

Ethernet Ethernet
controller controller
LS A Sesipl uridirectional
\ \ / rmﬁ;tno point-o-point link
O be-dhrectional with 9.2
| Multiple ports I apped to Ethernet
O P o Ethernet ) »
i:p""""y controller Symhchronizotion,
mgritonng. st ond
( \ copfigurotion interfoces S!‘mlion Bus- 1o/woglom MB Ethernet
> MERGING UNIT
L/ Foprigtony e
- | | I I Binary in 1068 =

PTL VO Optieal PT2 1O CT2 Optical /0 Optieal
€T MU~ Merging Unit e T




Outline of the Lecture

* Recap of modern substation architectures
- IEC 61850 substation
- Purpose and scope of IEC 61850

¢ IEC 61850 Information Model

e Substation communication
- Introduction

V7
Purpose and Scope of IEC 61850 /

Objectives e

The 61850 standard was developed to:

- Address the need for a more structured approach to
design of Substation Automation Systems

- Separate Data model from method of communication
- Utilise new technologies (Ethernet, TCP/IP)

- Enable vendor independence

- Simplify system configuration

- Enable sharing of measurement among devices

15-09-22



Purpose and Scope of IEC 61850

How is this achieved?

* Model information about the real world
- Status, measurements, settings
- Configuration of system
- Single-line diagram
+ Function related information
* Defines when to exchange values
- Configuration of IED
e Defines how to exchange values
- Configuration of IED
e Describe the recipient of the values
- Configuration of IED
e Describe who to receive values from
- Configuration of IED

Outline of the lecture

e I[EC 61850 Information Model
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IEC 61850 Information Model

Modelling a substation

e We would like to have some kind of standardized
building-block for information

e Enter the Logical Node (LN)...

IEC 61850 Information Model

Modelling a substation
IEC 61850-7-2
Services
TCP/IP
Network

%{,—,}
Real devices

SCSM
IEC 61850-8-1
in any

IEC 61850-7-4 logical IEC 61850-7-4 substation
node (circuit breaker) data (Position)

IEC 61850-6
51850 configuration file

logical device (Bay)

(Virtual World)
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Logical Nodes

XCBR class |
Attribute Name | Attr, Type | Explanation T MO |
LNName Shall be inherited from Logical-Node Class (see 1EC 618%0-7-2)
Data |
Common Logilcal Node Information
ILN shall inherit all Mandatory Data from Common Logical Node Class M
Loc SPSs Local operation (local means without substation automation M
communication, hardwired direct control)
. \
EEHealth INS .( xternal equipment health O |
EEName DPL E xternal equipment name plate O |
OpCnt INS ‘('lpmmum counter M
Controls |
Pos DPC Switch position ™M
BIkOpn SPC Block opening ™M
. '
BikCls SPC Block closing M
. 1
ChaMotEna SPC Charger motor enabled o
Metered Valuos :
SumSwARs ]ll( R Sum of Switched Amperes, resetable [ I()
Status Information
CBOpCap INS Clrcuit breaker operating capability ™
i 1
POWCap INS Point On Wave switching capability o
. 4
MaxOpCap INS ICircuit breaker operating capability when fully charged o
Data Name Common Data Class Mandatory/Optional

G, verrionsy
%,

B,

ROYAL INSTITUTE
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Common Data Classes in 61850

* A common data class is a generic type of infomration
that can be found in a substation automation system

SPS class
Attribute Attribute Type ] FC I TrgOp ] Value/Value Range moic
Name
DataName Inherited from Data Class (see IEC 61850-7-2)
DataAttribute
status
stval BOOLEAN ST |dchg | TRUE | FALSE M
q Quality ST qchg M
t TimeStamp ST M
substitution
subEna BOOLEAN sV PICS_SUBST
subVal BOOLEAN sV TRUE | FALSE PICS _SUBST
subQ Quality SV PICS_SUBST
sublD VISIBLE STRING64 SV PICS_SUBST
configuration, description and extension

d VISIBLE STRING255 DC Text o
du UNICODE STRING255 0C 0
<dcNs VISIBLE STRING255 EX AC_DLNDA_M
cdcName VISIBLE STRING255 EX AC_DLNDA_M
dataNs VISIBLE STRING255 EX AC_DLN_M

Functional Mand_ato?//

Constraint Optiona
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IEC 61850 Information Model

Component hierarchy

Name) SERVER
ObjectName
ObjectReference 7
AR 7. 1
LOGICAL-DEVICE Data
’ StV hA|PhB
? 1
L Logical Node
LOGICAL-NODE (1ton)
Logical Device Logical Device
? 1 (IED1) =)
I
Physical Device
DATA 5 -
Physical Device
(network address)
1
?. :
DataAttribute

IEC 61850 Information Model == ==

IEC 61850-8-1 object name

Relo 1/><CBR1$ST$Loc$stVo|

i A
L Attribute

Data
Functional Constraint
Logical Node
_ogical Device
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IEC 61850 Information Model

Logical Nodes - Groups

Name Description
Axxx Automatic Control (4). ATCC (tap changer), AVCO (volt. etrl.), ete.
Cxxx Supervisory Control (5). CILO (Interlocking), CSWI (switch ctrl), ete.
Gxxx Generie Functions (3). GGIO (generic I/0), ete.
Ixxx Interfacing/Archiving (4). IARC (archive), IHMI (HMI), <te.
Lxxx System Logical Nodes (2). LLNO (common). LPHD (Physical Device)
Mxxx Metering & Measurement (8). MMXU (meas.), MMTR (meter.). etc.
Pxxx Protection (28). PDIF, PIOC, PDIS, PTOV, PTOH. PTOC, etec.
Rxxx Protection Related (10). RREC (auto reclosing), RDRE (disturbance)..
Sxxx Sensors, Monitoring (4). SARC (archs). SPDC (partial discharge). etc.
Txxx Instrument Transformer (2). TCTR (current), TVIR (voltage)
Xxxx Switchgear (2). XCBR (breaker). XCSW (switch)
Yxxx Power Transformer (4). YPTR (transformer), YPSH (shunt), ete.
Zxxx Other Equipment (15). ZCAP (cap ctrl), ZMOT (motor), ete.
Wxxx Wind (Set aside for other standards)
Oxxx Solar (Set aside for other standards)
Hxxx Hydropower (Set aside for other standards)
Nxxx Power Plant (Set aside for other standards)
Bxxx Battery (Set aside for other standards)
Fxxx Fuel Cells (Set aside for other standards)

THE

el
3
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IEC 61850 Information Model

Logical Nodes — Other examples

@ TVTR - Voltage transformer
@ TCTR - Current transformer
@ MMXU - Measurement

@» XCBR - Circuit Breaker

@® PDIF - Differential Protection
@ PDIS - Distance Protection

15-09-22
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IEC 61850 Information Model ==
Logical Nodes — Example XCBR
ROYAL INSTITUTE
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XCBR class
Attribute Name | Attr. Type Explanation T MO

LNName Shall be Iinherited from Logical-Node Class (see IEC 51850-7-2)

Data

Common Logical Node Information

LN shall inherit all Mandatery Data from Comman Logical Node Class ™M
Loc SPS Local operation (local means without substation automation ]
cammunication, hardwired direct control)

EEHealth INS External equipment health a
EEName DFL External equipment name plate a
opcnt INS Operation countar ™M
Controls

Pas DPC Switch position M
BlkOpn SPC Block opening M
BIkCls SPC Block closing M
ChaMotEna SPC Charger motor enabled a
Metorod Vaiues

SUMSWARS |BCR Sum of Switched Amperes, resetable | |0
Status information

CBOpCap NS Circuit breaksr operating capability M
POWCaR NS Point On Wave switching capability [v]
MaxOpCap INS Circuit breaker operating capability when fully charged o]

IEC 61850 Information Model
Logical Nodes — Example MMXU - Measurement
MWD Claser L TR AR gy :
Explanation M/O
LNName Shall be inherited from Logical-Node Class (see IEC £1850-7-2)
pata . - e A i RO
mn Logical Node Information NR4
[ | [LN shall innerit all Mandatory Data from Common Logical Ned&Zaes | [M
EEHealth [ins |External equipment health (external gensor) a5 | o
Measured values UW/
[Totw Ty [Total Active Pawer (Total ) NN o
TotvAr My [otal Reactive Power (Total Q) a4 o
Totva My Total Apparert Power (Total S) 4O o
TotPF My average Power factor (Total PF) SV o
Hz v Frequency 0
PRV DEL Phase to phase voltages (VLIVL2, ..} 0
PhY WYE Phase to ground voltages (VuE%,{‘i_,> 0
A wye Phase currents (IL1, 112, IL3) /b\—g_ﬂ 0
w WYE Phase active power (P) 40000 0
(VAr WYE Phase reactive pawer (Q)}[b/\v (]
m WYE Phase spparent pover (Sy4”/ 0
PF WYE Phase power factor (]
Z 'WYE Phase Impedance (]
7%

10
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IEC 61850 Information Model

Logical Nodes — Example TVTR - Voltage Transformer

ROYAL INSTITUTE
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Attribute Name

LNName
Bataiy’ T RS s i
Common Logical Node Information

]LN shall inherit all Mandatory Data from Common@odo Class M
EEHealth NS |External equipment health 0
EEName DOPL |External equipment name plate _ J\k:(/ 0
OpTmh INS |operation time Sl o
Measured values YN
Vol 5AV |voltage (sampied value) ~ | m
Status Information -
FuFail |sPS [TVTR fuse failure (A= | lo
Settings & A\v
VRtg ASG Rated Voltage N/ o
HiRtg ASG Rated frequency caY o
Rat ASG Winding ratio of external VolAge transformer (transducer) if applicable o
Cor ASG Voltage phasor magnitude cormraction of external voltage transformer o]
AngCor ASG Voltage phasar angle correction of extemal voltage transformer 0

-~ [

IEC 61850 Information Model

Logical Nodes — Example TCTR - Current Transformer

ROYAL INSTITUTE
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Attribute Name | Al e Explanatson T| WO
NName n@ Shail be inherited from Logx.‘al Node Class. (see 1EC 61850 7-2)
[Oata o R 3 b T SR e AR F e
Common Logical Nqﬁnﬁqmnﬂon
| ™SS/ |LN shall inherit all Mandatory Date from Common Logical Node Class M
EEHeallh o~/ 1HiSr External equipment heaith o
EEName L External aquipment name plate (=]
OpTmh ANIMS Operation time o
Measured valies 1Y)
amp  On OSAV |Current (Sampled value) | |
Settings/~"/
ARt (7 Y ASG |Rated Current 0
HZREG N7 ASG Rated Frequancy (]
Rél & ASG Winding ratio of an external current transformer (transducer) if applicable | |0
ﬁ\ ASG Current phasor magnitude correction of an external current trensformes 0
o> ASG Current phasor angle correction of an external current transformer )

11
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IEC 61850 Information Model P

Logical Nodes — Example XCBR - Circuit Breaker

ROYAL INSTITUTE
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Explanation 1
ywm Logal-Node Clas (see IEC 618507-2)_ |

T e R wgyy YT R
Common Logleal Node Infomuﬁ
mmem all Mandatory Data from C Logical Node Class M
Loc SPS Loeelé:’emmn (locu means without substation automation M
direct control)
EEHealth INS External equipment health (5]
|EEName P! 7)) |External equipment name piate =)
OpCnt INS |Cperstion counter "
Controls o N
Pos [P/ Jswitch postion N
BlkOpn N w ]Btock opening M
AN [Block dlosing Z
lChaMo@a % |Charger motor enabled 0

Metered¥aluos ~

sumSpaRs 0/ [Ber [Sum of Switched Amperes, resatable 13
Statds.information
INS Circuit bresker operating capability
D INS Point On Wave switching capability
i P INS Circuit breaker operating capability when fully charged 0

IEC 61850 Information Model
Logical Nodes — Example PTOC - Overcurrent Protection
Attribute Name | Attr. Type Explanation T| MO
Shall be inherited from Logical-Node Class (see IEC 61850-7-2) _l
R e AR N N RS R R RS ISR T
Common Loglcal Node Informati I\ /I
| LN shatisangnit-dll Mandatory Data from C Logical Node Class M

OpCntrs fine Reseiidpelation counter o
Status Information VLR
str ACD ot - [m
op ACT Operate TIm
TmASE CQ@ Active curve characteristic o]
Settings
TmACry CURVE . |Operating Curve Type o
Strval ASE/  [start vaie o
oMo R [Time Diat Multplier o
MinOpTmms AN Minimum Operate Time (]
MaxCpTmms &) Maximum Operate Time (o]
owm%%/) Yina Operata Dalay Time B
AR Type of Resat Curve o
RIS jinG Reset Delay Time o

&g}qa lnG Direcional Mode ©

A

12



£
£

ROYAL INSTITUTE
OF TECHNOLOGY

- Exp anat‘lon
ited from Logical-Node Class (see IEC 61850-7-2) l I
Data i v T a e
Common Logical Node Information o
| [LN shall infisfit all, y Data from Common Logical Node Class | |M
OpCntRs |INC lResetab é ‘Hn counter o
Status Information NS
str AcD stay N7 M
Op ACT €l TIM
Settings k4
PoRch ASGA Polar Reach is the diameter of the Mho diagram 0
phstr asdJ) [pnase start Value o
GndStr ASG Ground Start Value (o]
DirMod R/ |Directional Mode o
PctRch Q/ (ASEy Percent Reach 0
Ofs A Offset o]
paots  ((O)se Percent Offset o
RisLod Q/\/) ASG Resistive reach for load area 0
anglogs &/ |ase [Angle for load area o
Tml&ﬁ‘k{sd? PG Operate Time Delay Mode 0
gﬁé{r mms ING Operate Time Delay 0
g SPG Operate Time Delay Multiphase Mode 0
A }\Dﬁlmms ING Operate Time Delay for Multiphase Faults 0
idDIMod SPG Operate Time Delay for Single Phase Ground Mode 0
|GndDITmms ING Operate Time Delay for single phase ground faults [¢]

IEC 61850 Information Model E

Logical Nodes — Example PDIS - Distance Protection

ROYAL INSTITUTE
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IEC 61850 Information Model

Logical Nodes — Example

Single Line Diagram

Physical Device Bay Controller

y limit
overflow

General Input / Output utomatic Process

Control

» sum of switched

current
Circuit Breaker

N/
N\

» distance

» reactance

N instantaneous

(record)
Voltage Transformer Disturbance Recorder
MMXU > RMS
demand

Measurement Unit . i
» circulating

current

H_J

examples for some current
related data

Tap Changer Controller

15-09-22

13



ROYAL INSTITUTE
OF TECHNOLOGY

IEC 61850 Information Model

Logical Nodes — Example

LN for IHMI
station level
functions 1
Interlocking
Af, AU, Ag reason
/Zommand \
LN for v v Response
bay level P..| RREC| |RsYN|]cswi| ]ciLo
functions 'y -
I Fa T
AR Command
LN for Command
process Response
images | U u ‘ Position
(process
equipment) TCTR TVTR TCTR XCBR XSWI

Current and Voltage Transformers Circuit Breaker and Isolator

ROYAL INSTITUTE
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IEC 61850 Information Model

Logical Nodes - Example

LN for IHMI
station level
functions Human

Machine

Interface

Automatic
| Tap Changer Controller
LN for Measuring
bay level PTOV| [PTUV| | PIOC [—— ATCC |- MMXU | fleasumo
functions I
Protection functions I—i

LN for
process
images
(process
equpmeny | TVTR| |TVTR||TCTR | YLTC TvTR]| [TCTR

Voltage and Current Transformers Tap Changer Voltage and Current Transformers

15-09-22
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IEC 61850 Information Model

Logical Nodes — Example autoreclosure

“Report” Trip  “Control” Service

y M
Strzse" Trip i @
IED IED IED

PTRC
“Control” Service
or
“GSE” Close
IED
“GSE“ Tri
P XCBR

IEC 61850 example

How is this done?

e Given the bay:

cB1

cB2

cB3

15-09-22
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IEC 61850 example

How is this achieved?

ROYAL INSTITUTE
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Possible LNs

Control 1

Transformer 1A

T- connecti?
CB3

CcB1

cB2

Transformer 1B — é

cB3

Control 3

Bus2 A

Bus 1B

IEC 61850 example

How is this achieved?

ROYAL INSTITUTE
OF TECHNOLOGY

e Could allocate like this:

Line 1A

Control 1
Line 1B

cB2 —

Transformer 1A
Control 3

Transformer 1B

Control 3 CB3

20-Apr-06

Bus2 A

Bus 1B

cB1

cB2

cB3

T- connect\?

15-09-22
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IEC 61850 example

novaL sTiTuTE How is this achieved?

PDIF

¢ Or like this: &8

PDIF

878 i
5%
- . CB1
PDIS || PDIF [{ RBRF

HZ || 50BF

Line 1A cB1
L, -
Line 1B %—‘

Bus 1B

CB2 —
cB2
Transformer 1A
Transformer 1B —9 g
CB3

T- connecti?%
CcB3 S

Bus2A

Outline of the lecture

ROYAL INSTITUTE
OF TECHNOLOGY

e Substation communication
- Introduction

17
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Substation communication

.............. Overview

nnnnnnnnnnnn

*00 information exchange
eLevels of communication
-Vertical
-Horizontal
-Process level

*Not counting communicaiton to
Controlroom/SCADA.

Communicaiton overview

|
=2
SCADA engineering \:;')
station level
% clock
EA || B3 gusvey
y firewall

:
2
(MMS)

station bus
(9-25V)
E _+IED| +nm| _+IED|
e || B 1= = |
N IED IED _+ 1ED | _+ IED | _+ IED |
process bus
o] [o] nilim
pocessievel | FETT f3T3 FTET TI1]
[ primary equipment | [ | [ I
bay bay bay bay bay

Figure 11 — Station bus, process bus and traffic example

18



Substation communication

RoYALmMETITLTS OO0 information exchange

Data
StV hA|PhB
Logical Node
(1ton)
Logical Device Logical Device
(IED1) {1ton)

Physical Device

Physical Device

(network address)

—_——

Substation communication

RovaL msTiTuTe 0O information exchange - Vertical

CB Object

e Server Client model

MMS protocol
Manufacturing
Message

Specification

Direct Copper cables

CB1 CB2 CB3 CB4

15-09-22
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MMS communication model
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~
MMS does not
| specify the
MMS specifies a set (e_g‘,jesvc'ZeDA) application |nterfac9 (ed.eg‘{l(l:?ec)
of messages which
allow an MMS client I& MMS specifies the
to control an MMS MMS class of objects A NMS 7
server client that an MMS L
server is O sprer @
remote reqlest X responsd expected to hold /}
procedure
call interface (comnand) (repty) N J

MMS specifies
how messages

are encoded for
ktransmission )

ommunicatio

ommiunication
stack

switch router
T network
] | .

P —

—>

Source: Prof. Dr. H. Kirrmann, ABB Research Center, Baden, Switzerland

Substation communication

novaL sTiTuTE 0O information exchange - Horizontal

e Publish subscribe

model
GOOSE e Mutlicast

(Generic object oriented
system-wide events)

Multicast Message

: B Direct Copper cables
Vendor |
z

e No confirmation

e Messages sent
repeatedly

CB1 CB2 CB3 CB4

15-09-22
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GOOSE Communication Model

TO: maximum retransmission
delay in steady state (no
eventfor along time).

<TO: retransmission delay in
steady state shortened by an
event

event

T1: shortest retransmission
delay

T2, T3: increasing
retransmission delay
(application-dependent)

TO: maximum retransmission
delay, return to steady state

;\

processing
TO
X processing
<T0
Ty i
processing
T xa processing if not yet received
T2 p if not yet d
p if not yet d
T3
e
) processing if not yet received
T0

B N

processing

Figure 8 — GOOSE protocol time/distance chart

ROYAL INSTITUTE
OF TECHNOLOGY

GOOSE timing

event %

1

! —

T (T0)

mm T2 T3

T0

Figure 9 — GOOSE protocol time chart

TO

15-09-22
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Substation communication

novaL stirute Process bus communication - Sampled Values

Station Bus- 10/100/1000 MB Ethemnet

| |
wo BE) D ] | e
Datasets
MC Pabliches I /"\\ T V Process BuJ w
‘“’S"'“"T 7~ \\ Yo ) .1/1/10GB \\

Datasets { e Ethemrnet

MU —— MU | | MU

IS il

MW MW
PT1 /O Optical PT2 I/O CT2 Optical I/O Optical
CT MU = Merging Unit PT CT

SV communication model

ROYAL INSTITUTE
OF TECHNOLOGY

e Sampled Values are transmitted cyclically
e Carries analog measurements
* Sending frequency of 4-5000 values/second.

— 12p8 [ e— — 123ps <
sva |[Sv2][sva |[sval// svi |[sv2][svs |[sv4] / sl [ ]
. — ”Jk v - ~ ”JL v = time
periodic phase sporadic phase periodic phase sporadic phase
208ps 208ps
period period

Figure 10 — Example of SV traffic (4800 Hz)

22



\

station level

~=

(D—1
==
| J53[roer]

|

=
control |<—>| n'olecwon| le

A

remote control &
‘automatics

®

=

— e —
primary HV

sersere m

!

———i i~

primary HV.
equipment

\ equipment

Z/

Figure 5 — Levels and logical interfaces in substation auton

remote protection

RS

Table 1 - IEC 61850-5 interface definitions

IF IEC 61850-5 Definition Comment

1 Protection-data exchange between bay and station The SCADA Gateway / HMI is not involved in
level protection functions

2 | Protection-data exchange between bay level and Tunnelled GOOSE defined in IEC/TR 61850-80-1
remote protection (outside the scope of this part of
1EC 61850)

3 | Data exchange within bay level Relates to station bus

4 |cTandvr data exchange i Relates to process bus so are not considered for
samples) between primary equipment and bay level | station bus

5 | Control-data exchange between primary equipment | Relates to process bus so are not considered for
and bay level station bus

6 | Control-data exchange between bay and station level | Station bus to SCADA Gateway / HMI

communications

7 | Data exchange between substation (level) and a IED and SCADA Gateway / HMI configuration,
remote engineer’s workplace monitoring from external like engineering PC

8 | Direct data exchange between the bays especially for | Relates to station bus
fast functions such as interlocking

o Data exchange within station level SCADA GATEWAY / HMI communications

10 | Control-data exchange between substation (devices) | SCADA GATEWAY / HMI to control centre

and a remote control centre (outside the scope of this
part of IEC 61850)

communications

Control-data exchange between

to ion, see IEC/TR 61850-90-1

e
binary signals for interlocking or other inter-
substation automatics

ROYAL INSTITUTE
OF TECHNOLOGY

In summary

Appli-

cations

61850
GOOSE

61850 Other

61850

Sampled Data

MMS

Values Appls.

TCP/IP
— X

Ethemnet Logical Link Control (LLC)

Ethernet Media Access Control (MAC)

And we will get back to how these protocol
stacks work in detail in Part#2 of the course

15-09-22
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The End
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