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Introduction to communication networks
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In this series...

* Lecture #9
+ Communication protocol basics
* The OSI model
* Relationship between OSI and SGAM
+ Hands-on exercise: Wireshark and HTTP
* Lecture #10
* OSI model — physical layer
Topologies
Media Access Control
Routing
TCP/IP
Exercise: Traceroute, ping and Wireshark
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In this series...

e Lecture #11

Power systems communication
Wireshark exercises

* Lecture #12
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Recap
SCADA Networks

Recap
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Recap
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SGAM model

Communication Layer

Protocols! §
IEC 61850-8-1
ADSL IEC 61850-8-1
GPRS
. IEC 61850-8-1 «
Dictionary: EEE 1901.1
Computers. a set of rules ot oER cenmatier

governing the format of
messages that are
exchanged between W

computers. j@l@

Protocol Basics

Basic Protocol

HTTP protocol — example

Wireshark

Some observations from the example




Protocol Basics

Basic protocol

Client

3

Protocol Basics

Basic protocol

We use these continuously!

Request

Server

3
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Protocol Basics
HTTP protocol

Communication

Bored Student Lecturer

Protocol Basics

HTTP protocol

Communication
Bored Student a



http://upload.wikimedia.org/wikipedia/commons/d/d7/Ethernet_RJ45_connector_p1160054.jpg
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Protocol Basics

HTTP protocol

Protocol Basics

HTTP protocol
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Protocol Basics
HTTP protocol

What program/application does the student use to
access the service?

* An application that implements the protocol -
browser

How is the desired service identified?

* URL - Uniform Resource Locator

How does the student request information?

« HTTP GET message

How does the student host know where to send the
request?

* IP address

* Routing table

What carries the message to the service provider?
* Network infrastructure — LAN -> Internet (WAN)

Communication Networks

Wireshark

Example using Wireshark:

» Set Wireshark filter to only capture HTTP

+ Start the recording

* Request the service (a website in this case)
*  Watch the capture

+ Stop the capture when complete

* Analyse the results

10



Communication Networks

DNS protocol - example

,'>r:u K] Seqel Ack=1 Win=17520 Len=0

SEEEEEEE? 11
Ll
d

> htep (5 8192 LensD MS: 0 ws=2
56606 , ACK) Seq=0 Ack=1 Win=§192 Len-0 M55-1460

& Frame 384 (167 bytes on wire, 167 bytes captured)

© Etherner 11, Src: Sparklan_04:d0:9e (00:0e:8e:04:d0:9€), DST: WonHaiPr_26:66:a2 (00:1¢:26:26:66:2)
© Internet Protocol, src: 192.168.0.1 (192.168.0.1), Dst: 192.168.0.28 (192.168.0.28)

© User Datagram Protocol, Src Port: domain (53), Dst Port: 62672 (62872)

= Domain Kame Systes (response)

[Tine: 0.025771000 seconds]
Transaction 10: Oxcfif
® Flags: Ox8160 (standard query response, No error)
Questions: 1
Answer RRS: 6
Authority RRs: 0
Additional Rgs: 0
& Queries
5 www. crn, com: type A, class IN
Name: www. con. com
1 A (Wost address)
Class: IN (0x0001]
& Answers
@ www. COn. com: Type A, class IN, addr 64.236.91.21
0000 00 1c 26 66 00 Oe 8e 04 dO 9e 08 00 4!
0010 00 00 8 0
0020
0030 00 06 00
0040

0050
0060 b7

g

Eile Ede View Go Capture Anabze Statistis Help
BEdUN BEXBE NP DT AQAD OB % B

Communication Networks
Wireshark

[ Frame 384 (167 bytes on wire, 167 bytes captured)

[ Ethernet II, Src: Sparklan_04:d0:9e (00:0e:8e:04:d0:9¢]
[# Internet Protocol, Src: 192.168.0.1 (192.168.0.1), Dst:
[# User Datagram Protocol, Src Port: domain (53), Dst Port

[= Domain Name System (response)

IRequest In: 3811
[Time: 0.025771000 seconds]
Transaction I0: Oxcfif
14 Flags: 0x8180 (Standard query response, NO error)
Questions: 1
Answer RRs: 6
Authority RRs: O
Additional RRs: 0
= Queries
= waw, Cnn,com: type A, class IN
Name: www.cnn. com
Type: A (Most address)
Class: IN (0x0001)
(= Answers
@ waw.cnn.com: type A, class IN, addr 64,236.91.21
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Protocol Basics

Some observations from the HTTP protocol example

Some observations:

« Often need multiple services to access the desired service
* eg. DNS translates hostname in URL to IP-address and

« HTTPis used to fetch the webpage data

* There appear to be layers in the protocols

* Some of the layers are common even when different application-
layer services are used eg. Ethernet, IP...

* There are some containers used:
— Datagram
— Packet
— Frame

« Identification of host, service, source, destination:

- MAC 00:0e:8e:04..
- IP 192.168.0.1
—  Port 80 (HTTP)

| Transport |

The OSI model EEun

Layering

OSI model — long version
OSI model — short version
Headers

OSl layers

» Application layer

» Transport layer

* Network layer

+ Data link layer

* Physical layer
Transition between layers

12
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Application.
The OSI model [ Trnsport
Layering 1 ;:;W;kk
(Physical ]

Is NOT the SGAM model, be aware of the distinction.
Each layer encapsulates the container of the layer above

Identification and addressing information for each layer

MAC-address |P-address

11001011011... — Frame | Packet

The OSI model [Transport |

Network
Data Link

Layering

Units of high-level protocol data eg. HTML

I I

Data is segmented, sometimes into streams
(TCP) or “datagrams” (UDP)

Segments
Each segment is packaged to be sent across a
network.
Packets
The package is enclosed in a frame to be sent on E
the link eg. Ethernet Frames

The frame is transmitted as a string of binary
bits on the physical media eg. UTP

13



The OSI model

| Transport |

| Network |

0SsI
Data

Host Layers

Model

Layer

-
Network Process to
Application

Presentation
Data Data Representation
and Encryption
(Data ] e
nterhast Communication
Segments End-l-D-.Enrt}S ?mrz'::ﬁnns
and Reliability
Packets Patll:q n%%%';'tfm
and IP (Logical Addressing)
Data IJnk

(Phylunl addrusng)

Media Layers

Data Link

I

The OSI model

Short version

Session and Presentation layers viewed as
application-internal and are not modeled

Lower 3 layers part of network
infrastructure.

— More generalized

Top layers mainly associated with host-

host applications.
— Application specific eg. HTTP

Host

Media

| Transport
Network
Data Link

I I

Transport

Network

P

Data Link

04/11/2015
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The OSI model

Headers

Additional information for each OSI layer:

| Transport

| Network |
Data Link

I

+ Contained in headers: -

— Transport
« Source/destination port

Transport

— Network
* Source/destination IP address

Network

P
.

— Data Link

Data Link |

* Source/destination MAC address

Segment My M | Transport

Datagram H, Hy M | Network
Frame H; Hy Hy M | Link
Physical

The OSI model

Application layer

Application protocols like
« HTTP

« FTP

+ SSH

In power systems:
*+ MMS (IEC 61850-8-2)
* |EC 60870-5-104 (an RTU protocol over IP)

More about this later...

Messege Bl | Avplication -

| Transport |
Network '_

‘ Data Link

04/11/2015
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The OSI model |:-_::?£T;

| Network |

‘ Data Link

Transport layer

Transport layer protocols include:
* Transmission Control Protocol (streams)
» User Datagram Protocol (datagrams) Transport

— TCP header fields
* Source/destination port
* Sequence number
* Acknowledgement (Ack) number
*  Window size
*  Checksum

) leader
* OptIOI’lS Bit offset u| 1‘ z‘ 3‘ 4‘ 5| 6‘ 7‘ a| 9|1U‘11‘12‘13|14|15‘16‘17|18‘15‘2{]‘21‘22|23‘24‘25|26|21‘28‘29‘3U|31
0 Source port ‘ Destination port
32 Sequence number
64 Acknowledgment number
clef[a[ale[r][s
9% Dataoffset | Reserved W|c|2|/c |5 s|¥| I Window Size
R[E|C|K|H|T|N|N
128 Checksum Urgent pointer
160 Options (if Data Offset > 5) -

The OSI model —

Network

‘ Data Link

Network layer

Routing of packets at this layer

» Arouter forwards packets toward destination Network

¢ Internet Protocol

— IP header fields

» Source/destination IP address
» Time-to-live — prevents immortal lost packets

* Unique ID
+ Checksum
* Options
e
e o e uis | e e
Explicit
] Versaon Header Langth. Differentiated Senaces Code Port Cangestion Total Length
Hotifation
2 re— e FragentOfet
“ Teawoise et Haster hecksm

Sowrce IP Address
Destination 1P Address
Options { f Hesder Length > 5

Data

16



The OSI model

Data Link layer

Transfer data between adjacent nodes on a link
* Do not cross boundary of a local network

* Media Access Control (MAC)
* Logical Link Control (LLC)

— Ethernet frame header

| Transport

| Network |

Data Link

[ Data Link

~

* Preamble
* Source/destination MAC address
* Acknowledgement (Ack) number
» Payload size
* Cyclic redundancy check (CRC)
* 12-octet interframe gap
802.3 Ethernet frame structure
Preamble ‘ Start of frame delimiter MAC deﬁﬁnalinn| MAC soun:e‘ 802.1Q tag {optional)‘Ethartype or Iength| Payload |Cyl:|il: redundancy check | Interframe gap
7 octets of 10101010 1 actet of 10101011 Soctets | Goctets | (boctels) | Doctels  |45-1500 octets| 4 octets 12 actets
64-1522 octets
72-1530 octets
84-1542 octets
The oSl mOdeI | Transport |
Network
Data Link layer — Media Access Control (MAC) 1 —
Data Link
[ Physical |

» Determines who gets access to the medium

- Token passing
- Whoever has the token can send

- Carrier Sense Multiple Access (CSMA)
- Listens whether someone is sending

- Collision Detection (CD)
- Bits transmitted on the medium collide
- Collision needs to be resolved

[ Data Link ]

(g, 5P

04/11/2015
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[Application|
The OSI model [ Transpart_
Data Link layer — Logical Link Control (LLC) ‘[%]
[ Physical |

* Multiplexing network layer packets

 Error handling in some link layer protocols

[ Data Link ]

sources destinations

nudnprleor shared channel demultiplexar

* Bit-by-bit delivery

Application.
The OSI model [Tensport |
Physical layer . %
[ Physical |

* Specifies

Medium (guided/unguided) - Cable/Fibre/Radio
» Connector types
« Cable length

Signal characteristics

* \Voltage

* Frequency of carrier signal
* Impedence

Line coding Clock

* Tuned for physical channel

*  For modulation 5
ata

1 01 00111001
. . Differential
Signalling wanenester 1 Lo HH -

» Start/stop

04/11/2015
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http://upload.wikimedia.org/wikipedia/commons/5/50/Differential_manchester_encoding.svg
http://upload.wikimedia.org/wikipedia/commons/d/d7/Ethernet_RJ45_connector_p1160054.jpg
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The OSI model ma%

" Network |

~ i Data Link
0SI Model _

Data Layer

Application

Data veppiication
I;ahrgsentamn

e Enoon
Interhost Communication

Host Lavers

Segments End-t-l;-rgnr(}scgl!?nrt‘::ﬁms
and Reliability

Packets P n[dﬂw?';!.s(
and b (Lu&gmagur:gsing) Layer 3

Layer 2

Media Layers

The OSI model —

; Network '_
Coheiel )

Transition between layers

Source

Message M | Application
Sagment Mg M | Transport
Datagram W, H¢ M | Network
Frame Hy Hy Hy M | Link

Physical
[ tink Hy Hp He M
\ Physical
Destination
A
M | Application
Hy M | Transport Network Hy By M
Hy Hy M | Network | Link Hj Hy Hy M
Hi Ma Hy M | Link Physical
Physical -/

19



04/11/2015

Circuit and Packet Switching

Circuit switching
Packet switching

Circuit and Packet Switching

Circuit Switching

Like an old telephone network

Fixed connection
* Follows same route
* Routers need to maintain status

Handshake required
* TCP does this

Each link consists ~ End-to-end connection
of n “circuits” between Hosts A and B, using
(TDM or FDM) one "circuit” in each of the links

Allows for host flow control

Reliable delivery

20
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Circuit and Packet Switching

Packet Switching

Like the postal service

No connections
* Follows stochastic route
« Stateless routers

B 10 Mbps Ethernet
Statistical
_multiplexing
X [~ R ——

packets waiting
for output link

* |Pis packet switched
* Most link-layer protocols

Key:

‘ ‘ Packets

Communication Networks

Recap of example

seoswt Host @ “Taaer

[ i | Switch Router

Transpart
Network Network |
(] [ Physical |

Bored
Student
Network
Network o
- 051 Model
[ Physical | Bored Data Layer
Student Applicatio
o
Backbone §
Routers g
Network 1
= Q
H
(Fovsial ] S
S
"
i
T spor Firewall | ook | |
etwark ]
=ER 3
[ omysical | :
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SGAM model

Remember?

Interoperability D

Business Objectives
Polit./ Regulat.. Framework
Business .
Layer -

Function
Layer

Dria Modyl '
Communication

Layer Market

Component
Layer

Generation
Transmission

Distribution Process

DER

Customer
Premise

Domains

SGAM model

Communication Layer

Backbone

4

(L) Operation b
Network

(H) Backbone
network

\
H
j%

(G) Intra-center
Enterprise network

(F) Inter-substation
Network

Operation (E) Intra-substation

network

Integration
bus

(D) Low-end intra-
| substation

network

(C) Multi-services
Backhaul network
' H Field
, (B) Neig
\ network

Y

- Hiocess | (N) Home & building
integration bus network
Custom: (A) Subscriber Access
Ghnention | ™™™ | pigriuton | e peibiy Network

(M) ial fieldbus

Source: CEN-CENELEC-ETS| Smart Grid Coordination Group area network

04/11/2015
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SGAM model

Communication Layer

Multi-services
backhaul network

Distribution u

Low-end intra-
substation network

SGAM model o

Computer

Communication Layer with OSI model

CMs
Computer

[Application] |EC 61850-8-1
Transport  TCP

Network | [P/AAL

ATM

RS Twisted pair

[Bpplicatin] |EC 61850-8-1

Transport  TCP

Network  |P.

| bawunk  |EEE 1901.1
Powerline Grid

“oke

JER Conmoller

[Spslication| |EC 61850-8-1
Transport  TCP

Network |P/X.25

Datalink  LLC/RLC/MAC
N GsM Radio Freq

Controller

04/11/2015
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Class exercise
Wireshark

Install Wireshark: https://www.wireshark.org/

Example using Wireshark:

+ Set Wireshark filter to only capture HTTP

» Start the recording

* Request the service (a website in this case)
*  Watch the capture

» Stop the capture when complete

* Analyse the results

Communication Networks

Conclusion

We can view networks in terms of the OSI layered model

The lowest 3 layers provide the infrastructure for transmitting and
delivering messages

The higher layers implement the host-based application-specific
communication

A combination of protocols can be used to provides services eg. DNS
lookup before sending HTTP GET

Now we can say a lot more about the process and station bus

24
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What to expect next...

Topology of a network

Substation 1 Solna
Control Center, Stockholm

What to expect next...

Topology of a network

Media Access Control Techniques
Routing and addressing

Protocols found in SCADA and SAS
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