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In this series...

* Lecture #9
+ Communication protocol basics
* The OSI model
* Relationship between OSI and SGAM
+ Hands-on exercise: Wireshark and HTTP
* Lecture #10
* OSI model — physical layer
Topologies
Media Access Control
Routing
TCP/IP
Exercise: Traceroute, ping and Wireshark
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In this series...

* Lecture #11
+ Power systems communication
* Wireshark exercises

* Lecture #12
» Delay, Loss and Throughput
* Quality-of-Service
» Time synchronization
* Project assignment Q&A

Some terms and acronyms...

NTp  MMS oML
LAN SQL
HTTP UDP Proprietary TC P/IP
ADA
>C Ethernet ICCP
SCL EI_/F\;T FTP
GPS
WAN RFC
GOOSE MAC SV WAN
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Recap

Computers and Networks in Power Systems

Recap g
Protocol basics "
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Recap

The OSI model
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OSI model and the SGAM Communication Layer cam

IEC 61850-8-1
ADSL IEC 61850-8-1
GPRS
IEC 61850-8-1 R
é DER Controller

IEE 1901.1

Distribution
IED

Recap

Protocols used in power systems

IEC 61850
+ GOOSE
« SV

« MMS

IEC 60870-5-101 and -104
Modbus

DNP3

IEEE C37.118

IEC 61968-100

ICCP
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Recap

Protocols used in power systems

Generic
Object Generic
Sampled Oriented Core Substation
Values Substation Time ACSI Status
(Multicast) Event Sync Services Event
;o L R R B H
SV GOOSE TimeSync MMS Protocol Suite GSSE
(SNTP) Application
(Type 4) (Type 1, 1A) (Type 6) (Type 2,3, 5) (Type 1, 1A)

UDP/IP TCP/IP ISO CO GSSE | Transport
T-Profile T-Profile T-Profile

] [ ]
ISO/IEC 8802-2 LLC

_

" Network

ISO/IEC 8802-3 Ethertype

I ISO/IEC 8802-3

Delay, loss and throughput

Delay
Loss

Throughput

Subststion 1 Soina
Control Center, Stockhalm

We can’t just move any amount of data through a
network at light speed, there are limitations...
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Delay, loss and throughput
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Propagation

Nodal Queueing Transmission
processing (waiting for
transmission)

Delay, loss and throughput
Delay

Composed of:

+ Processing delay (typically ps)

— Time taken for a router to process packet header !

* Queuing delay ( gs to ms)
— Time that the packet waits in the queue\

Average queuing delay

+ Transmission delay ( ps to ms) E
— Time taken to push the packet bits onto the link b
— Dependent on transmission rate of out-link (e.g. 10 Mbps)

» Propagation delay (2x108 m/s to 3x108 m/s)
— Time taken for signal to reach it's destination




Delay, loss and throughput

Delay

If we .Iet Qprocs dql.,eue., Qyrans: @nd dpo dpnote the processing,
queuing, transmission, and propagation delays,

then the total nodal delay is given by:

dnodal = dproc + dqueue + dtrans +d

prop
A
& == ;
My — e
ML —__ -
// Propagation
Nodal Queueing Transmission

processing (waiting for
transmission)

Delay, loss and throughput

Loss

Occurs when packets fail to reach their destination

Router with full queue will drop packets RQUGUQ full

7777777 > IIIII e

Corruption of packet data on link
+ Bad signal-to-noise ratio

Causes undesirable “jitter” in Real-Time applications \

=

Recovery often by higher-layer protocols (ex. TCPf
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http://en.wikipedia.org/wiki/File:Linksys_WRT54GL.jpg
http://en.wikipedia.org/wiki/File:Standard_deviation_diagram.svg
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Delay, loss and throughput

Throughput

Measured in bits-per-second (bps)
+ usually not Bytes (8-bits)

Instantaneous
* Atany instantin time

Average
» Over a period of time

Need to identify the bottleneck link in the network

Delay, loss and throughput

Throughput

Measured in bits-per-second (bps)
* not Bytes (8-bits)

Instantaneous
+ Atany instant in time

Average
* Over a period of time

Need to identify the bottleneck link in the network




Quality of Service

General

Quantified by:

* Error rates

* Bitrate

* Throughput

* Transmission delay
Availability

 Jitter

Network congestion causes QoS issues...

Quality of Service

Resource reservation control mechanisms:

DiffServ (DSCP), IntServ (RSVP) in IP header Type-of-Service field

VLAN IEEE 802.1Q and IEEE 802.1p inserts tag in Ethernet header

Queues

Low-  High-
priority priofity

High-pricrity queus
serviced first
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Quality of Service

Applications

Network-layer QoS methods can be used to prioritise operations
traffic over maintenance and data engineering traffic in utility
backhaul networks.

VirtualLANs are commonly used in IEC 61850 installations

Bandwidth Use without Qos control

GOOSE datasets are assigned VLAN IDs

Managed Ethernet switches can set
Individual priories for each VLAN

Critical traffic

Time Synchronization

NTP

IEEE 1588 Precision Time Protocol

IRIG-B

11



Time Synchronization

NTP Server 135ms137ms
= t time
_ 5=65ms
Carried over UDP/IP Client
— time
The round-trip delay 6 is computed as: 23!10 29‘[83
J — (tg — to) — (tg — t]_) ms ms
where

ty is the client's timestamp of the request packet transmission,

t, is the server's timestamp of the request packet reception,

t, is the server's timestamp of the response packet transmission and
ty is the client's timestamp of the response packet reception.

(t1 —to) + (t2a —t3)

Then the offset @ = is minimised by

adjusting the clock frequency. 2

Time Synchronization

Server  135ms137ms

NTP = tity time _
Accurate to 5=65ms
. Client
» within ca. 10ms on the Internet = time
* About Ims on a LAN ot t3
231ms 298ms

Sensitive to traffic congestion

Simple NTP (SNTP) is a stateless version of NTP for embedded devices

Windows query:

> w32tm /stripchart /computer:ntp.kth.se
shows © and 3 values for each query

OSX NTP test: >/usr/sbin/ntpdate -d ntp.kth.se
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Time Synchronization \\‘

NTP clock strata

Stratum 0: Atomic clocks/GPS

Stratum 1: ms synch servers ._.

Stratum 2 — etc. =5, .=, . =
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Time Synchronization \‘

IEEE 1588 (Precision Time Protocol)

Also carried over UDP/IP

T GPS

Grandmaster
Clock Source

IP multicast used to distribute messages
. Station/process bus switch

Two steps in process:

* Best Master Clock election

* Synchronization

Ordinary Clock Ordinary Clock

- go Ordinary Clock ' [~
7 ki
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http://upload.wikimedia.org/wikipedia/commons/d/d7/Ethernet_RJ45_connector_p1160054.jpg
http://upload.wikimedia.org/wikipedia/commons/d/d7/Ethernet_RJ45_connector_p1160054.jpg
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Time Synchronization \‘

IEEE 1588 (Precision Time Protocol)

Message types: Master Stave
Ti Ti
d SynC e Transparent Clocks o Timestamps
Measure Delays Known by Slave
+ Delay_Req & \4\
*+ Follow_up \
* Delay_Resp T | T
Follow up~ ~ —a
T, T2
* Announce Delay. Req T [T
+ Management . ‘%
4
+ Signalling Aeaber Soc
T~ Del.:y Rosp
== it T4, T2, T3, Ty
v v

Time Synchronization \\‘

IRIG-B

Military/industrial time code
standard from 1960

GPS
IRIG-B Clock

Still very common! Source
Station/process bus switch

Uses own wiring bus with coax

cabling and BNC connectors/ / \

eJ ._ p - . I' :

U0N103UU0D G-O1Y|
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http://upload.wikimedia.org/wikipedia/commons/d/d7/Ethernet_RJ45_connector_p1160054.jpg
http://upload.wikimedia.org/wikipedia/commons/d/d7/Ethernet_RJ45_connector_p1160054.jpg
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Conclusions

Thinking of getting a tattoo?

- (Application\
= i Transport j

Network
% Data Link
>

The OSI model will always be fashionable!

Conclusions

A language to categorise and understand the many protocols, media
and devices that exits

¢« The OSI model

Looked at the architectures, protocols and network infrastructure
used in power systems control (SCADA & SAS)

Routing and switching in more detail

Protocols used in power systems applications
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Project assignment Q&A
Workflow

i

Development Development
Development sy _ o
- _ Information Communication
Function Layer " "
Layer Layer

Figure 12: Use case mapping process to SGAM




