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Thesis Title: Digital Certificates for the Internet of Things
Description of the units:

The Networked Embedded Systems (NES) group at SICS Swedish ICT is a part of the Computer Systems Laboratory. The current research focus is on the Internet of Things. Among the group's key technologies are the Contiki operating system, uIP stack, ContikiRPL, SICSLoWPAN, SICSthSense, and lightweight implementation of IPsec and DTLS. NES conducts projects together with industry and academic partners from Sweden and across the world.
Thesis description:


In order to increase the lifetime of resource-constrained nodes and decrease the cost for deployment, it is desirable to use lightweight digital certificates than the conventional digital certificates used today for conventional internet hosts. Though we are able to fit x.509 certificates in a state-of-the-art IoT hardware (TI’s CC2538) in a project, the memory footprints limits the enrollment of a couple of certificates and exchange of certificates involves energy-hungry radio communication. It is therefore worth investigating the use of lightweight certificate for IoT devices. Furthermore, as a cost reduction factor, it is meaningful to investigate the lower-bound of hardware requirements (e.g., 8-16 MHz MCUs) for supporting various network security mechanisms in the IoT domain. 
This thesis will define a new certificate format for IoT devices, using standardized fields and formatting wherever possible. One possible way is to define Concise Binary Object Representation (CBOR)-formatted digital signatures, certificates, hashes, etc., which are more suitable to resource-constrained IoT nodes. 
SICS will provide both background information and a certain amount of code libraries. The tasks of the Masters student for this thesis are:

· Study state-of-the-art IoT technologies and protocols
· Study our current asymmetric security solutions for the IoT
· Learn to program a selected embedded systems platform with the Contiki OS.
· Specify and Implement a lightweight digital certificate for IoT and evaluate it by comparing with current X.509-based solution in an IoT testbed 

· Integrate the new digital certificate in the available DTLS libraries. 

· Document the results as a thesis document.
Competence:

We are looking for a bright MSc student with demonstrated interest in cyber security and who has fulfilled the course requirements. Good C programming skills are required, as is good spoken and written English. 

Applications should include a brief personal letter, CV, and recent grades. Candidates are encouraged to send in their application as soon as possible. Suitable applicants will be interviewed as applications are received. 
Start time: 
As soon as possible
City:

SICS Swedish ICT Kista, Stockholm
Contact person:
Prof. Dr. Thiemo Voigt, Leader of the NES group
E-mail: thiemo@sics.se
SICS Swedish ICT AB
Electrum Building, Isafjordsgatan 22SE-164 40 Kista, Stockholm
