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RL and Safe Control

I RL is an important technique to control real robotic systems

I Dynamical systems pose various challenges

Will the drone hit the wall?

?

(a)

Can the AV reach the goal?

goal?

AV

(b)

?

Can the human reach the robot?

(c)

Shielding for continuous domains (state and action space)

1. How can we determine if an action leads to unsafe situations?

2. How can we correct unsafe actions?
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Shielding for continuous domains

Shielding for continuous domains (state and action space)

1. How can we determine if an action leads to unsafe situations?

2. How can we correct unsafe actions?

RL Agent SystemSafety filter
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Learning Outcomes of This Session

By the end of this session, you will be able to

1. explain and define safety problems in control;

2. understand the di↵erences between various control techniques;

3. explain basic algorithms used in reachability analysis and control invariance;

4. understand the safety implications of your system;

5. formulate safe control problems for di↵erent RL applications;

6. apply shielding to various problems;

7. analyse and evaluate safety problems in your RL applications.
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Reachability Analysis

Naive Definition
Set of states that a system can reach over time starting from an initial set of states

I What do we require for reachability analysis?

I Model of the system, i.e., state space

I State transition function

I Representation of (reachable) sets

I Utility functions and operators
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Sets

I Sets are well-defined distinct collections of objects

I Can be described by enumerating all objects, e.g., S = {0, 1, 2, 3, 4}

I Set-builder notation can be used to define sets using predicates �:

S1 = {x | �(x)} S1 = {x | �1(x) ^ �2(x)}

I Specifying domains: S = {x 2 R | x  2}

I Advanced notations using quantifiers: S = {x 2 R | 9y 2 N : x = 2y}

I Left side may also contain complex notations:

S = {2t + 1 | t 2 Z} = {u | (u� 1)/2 2 Z}
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Cartesian Product

I Cartesian product of two sets:

A⇥B = {(a, b) | a 2 A ^ b 2 B}

I Example:
B = {x 2 R | 1  x  3} A = {y 2 R | 1  y  3}
D = {y 2 R | 2  x  4} C = {y 2 R | 3  y  4}

I Important: (A⇥B) [ (C ⇥D) 6= (A [ C)⇥ (B [D)
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Minkowski Sum
I Minkowsi sum of two sets:

A�B = {a + b | a 2 A ^ b 2 B}

I Minkowski di↵erence of two sets:

A B = (A{ ��B){

I Note: A B 6= A� (�B) ) Morphology vs. motion planning

I Used in motion planning to inflate obstacles
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Set Representations – Polytopes

I Set bounded by flat faces; we consider convex polytopes

I Possible representations:
1. VRep: (ordered) list of vertices, i.e.,

hull(P) = (p0, . . . , pn), 8i  n : pi 2 Rn

(set is formed by all convex combinations of vertices)

2. HRep: intersection of halfspaces a0x0 + · · · + anxn  b, b 2 , 8i  n : ai 2 R:

P = {x 2 Rn | Hx  b̂},

where H 2 Rk⇥n and b̂ 2 Rk describe k halfspace constraints

I Each representation has pros and cons depending on the use
I VRep: large number of vertices for complex polytopes
I HRep: visualization and some operations not straightforward
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Set Representations - Polytopes

vertex
half-space

p =
�
(0, 0)T , (1, 2)T , (4, 1.4)T , (4.5, 0)T ,

(4.2,�0.8)T , (1.1,�1.8)T
�

H =

0

BBBBBB@

�0.89443 0.44721
�0.85328 �0.52145
0.94174 0.33634
0.19612 0.98058
0.93633 �0.35112
0.307 �0.95171

1

CCCCCCA
, b̂ =

0

BBBBBB@

0.
0.

4.23784
2.15728
4.21348
2.05078

1

CCCCCCA
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Your Task: Polytope Creation

I Determine the (minimal) VRep and HRep of the sets X0 and X1

I VRep X1 : ((1, 3), (3, 3), (3, 4), (1, 4))

I HRep X1 :

H1 =

0

BB@

1 0
�1 0
0 1
0 �1

1

CCA , b̂1 =

0

BB@

3
�1
4
�3

1

CCA

I VRep X2 : ((2, 1), (4, 1), (3, 2))

I HRep X2 :

H2 =

0

@
0 �1
�1 1
1 1

1

A , b̂2 =

0

@
�1
�1
5

1

A
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Set Representations – Zonotopes

I Minkowski sum of line segments forms a polytope ) Zonotope

I Zonotope with center p is defined using d generators gi:

Z =

⇢
x 2 Rn | x = p +

X

i

�igi, 8i  d : gi 2 Rn ^ �i 2 [�1, 1]

�

I Symmetric to center p by construction

I Line segments li = [�1, 1]gi
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Recap: Dynamical System

I Let X ✓ Rq be the set of feasible states x

I Let U ✓ Rr be the set of feasible inputs u

I The dynamics of the disturbance-free system are described by

ẋ(t) = f
�
x(t), u(t)

�

I Initial state is x0 = x(t0)

I An input trajectory is denoted as u
�
[t0, th]

�
, u(t) 2 U

I The operator �
�
t, x0, u([t0, th])

�
describes solution of f at time t with respect to

trajectory u([t0, th])
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Recap: Linear Systems

I A system is linear if the superposition principle holds:

F (x1 + x2) = F (x1) + F (x2) and F (ax) = aF (x)

I General state space representation:

ẋ(t) = A(t)x(t) + B(t)u(t) I Cont. time

xk+1 = Akxk + Bkuk I Discr. time
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Forward Reachable Sets
I Forward reachable set Rf is the set of states the system can reach at time t when

starting from an initial set of states X0 and considering all possible inputs U :

Rf (t) =
�
�
�
t, x0, u(·)

� ��x0 2 X0 ^ 8⌧ 2 [t0, t] : �
�
⌧, x0, u(·)

�
2 X ^ u(⌧) 2 U

 

I Reachable set for time interval: Rf

�
[t0, t]

�
=

[

t2[t0,t]

Rf (t)

Purpose: is the system able to reach certain states?
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Over- and Under-approximation of Reachable Sets

I In general, we cannot compute exact forward/backward reachable sets

I Instead, we are interested in (tight) over- and under-approximations

I OA R⇤ ◆ R⇤ through over-approximative models or computations

I UA R⇤ ✓ R⇤ through under-approximative models or computations (more di�cult)

However, we can still find a collision-free motion
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Computing Forward Reachable Sets for Linear Systems

I Di↵erent approaches: Hamilton-Jacobi or Propagation-based

I Discretize time horizon into K equal time intervals with step size �t

I By exploiting superposition, we obtain Rf as:

Rf = H� P ,

where H and P are the homogeneous and particular solutions, respectively

I Compute Rf

�
[t0, th]

�
=

K�1[

k=0

Rf

�
[k�t, (k + 1)�t]

�

I In general, we cannot obtain exact reachable sets
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Computing Forward Reachable Sets for Linear Systems

1. Compute representation of initial set

2. Propagate homogeneous solution H

3. Convex hull

4. Add error term E

5. Compute particular solution P

6. Compute reachable set Rf

Note (see [Altho↵, 2010]):

I Use resulting Rf for next propagation step

I Check if input set contains origin

I Zonotopes are a well-performing set representation for reachability analysis

I Order reduction techniques vs. wrapping e↵ect
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Fig. 5. Reachable set of the five dimensional example: projection on coordinates x1

and x2 (left), x4 and x5 (right)

Table 1. Computation times of the reachable set of uncertain linear systems of several

dimensions. (Implementation: Scilab; Machine: Pentium III, 1 GHz)

Dimension 5 10 20 50 100
Cputime (s) 0.05 0.33 1.5 9.91 43.7

allowed for zonotopes is 40 (200 generators). Projections of the reachable set are
shown on figure 4.

We also used our method for high dimensional systems. Experimental results
are shown in table 1. We computed an over-approximation of the reachable set
R[0,1](I) of uncertain linear systems of several dimensions (with µ = 0.01). We
used a time step equal to 0.01 (100 iterations) and the maximum order allowed
for zonotopes is 5. The matrices were chosen at random and then normalized
(for the infinity norm). We can see that our algorithm has great performances.
Moreover, it particularly fits high-dimensional systems since it computes the
reachable set of a hundred dimensional system in less than 1 minute.

5 Verification of Hybrid Systems

Our method can of course be incorporated in a hybrid system verification pro-
cess. It is compatible with high level algorithms used by the toolboxes d/dt
[3] and CheckMate [8]. Let us consider hybrid systems where the continuous
dynamics are given by uncertain linear di�erential equations such as (1). In
each mode, the reachable set of the hybrid system can be computed e�ciently
by our method. It remains for us to incorporate an event detection process
which checks at each step wether the reachable set intersects the guards of
the system or not. We will assume that the guards are specified by switching
planes:

Gq,q� = {x 2 Rn : dT
q,q�x = eq,q�}, where dq,q� 2 Rn, eq,q� 2 R.

Figure: Projections of reachable set. Reproduced from [Girard, 2005].
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Tools

I CORA

M. Altho↵. “An Introduction to CORA 2015”. In: Proc. of the Workshop on
Applied Verification for Continuous and Hybrid Systems. 2015, pp. 120–151

I JuliaReach

S. Bogomolov and et al. “JuliaReach: a toolbox for set-based reachability”. In:
Proceedings of the 22nd ACM International Conference on Hybrid Systems:
Computation and Control. ACM. 2019, pp. 39–44

I Flow*

X. Chen and et al. “Flow*: An Analyzer for Non-Linear Hybrid Systems”. In: Proc.
of Computer-Aided Verification. LNCS 8044. Springer, 2013, pp. 258–263

I SpaceEx

G. Frehse and et al. “SpaceEx: Scalable Verification of Hybrid Systems”. In: Proc.
of the 23rd International Conference on Computer Aided Verification. LNCS 6806.
Springer, 2011, pp. 379–395
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Going Back to Our Safety Filter

RL Agent SystemSafety filter
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How to Ensure Safe Actions of the RL Agent?

Dynamic obstacles: use reachability to compute forbidden set F over time
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Safe RL for Lane Changes of Autonomous Vehicles

I Continuous state space and discrete action space (lane change left/right, continue)

I Goal: maximize velocity on three lane highway

I Use reachable sets to predict future positions of surrounding vehicles

I Actions safe if agent always in free space F t

Vleft,f

Vego,�Agent

pleft,f pRL pego,� pleft,�

Left lane

Agent’s lane

Vleft,�

Ft
0

Ft
l

�safe,left,f

�safe,ego,�

�safe,left�

Fig. 4. Visualization of a lane change maneuver to the left lane: The agent with initial position pRL driving behind a leading vehicle Vego,� wants to
change to the left lane. This lane contains two vehicles, Vleft,f and Vleft,�. The safe distances are illustrated in red and the safe free spaces, Ft

0 and Ft
l , as

a shaded area. If the agent is located inside the safe free space at any time, its safety is guaranteed.

time interval t 2 [t0, th], where th is the finite horizon of
action a.
Proposition 1 (Set of Safe Actions):
The set of safe actions Asafe(t) ✓ A for a point in time t is
defined as

Asafe(t) :=
�
a 2 A | pa(t) 2

�
F t

0 [ F t
l [ F t

r

�
, 8t 2 [t, th]

 
.

Proof: The soundness of Prop. 1 has been shown for
all cases in [21].

We assume that the agent starts in a safe state, i. e., the
agent initially respects safe distances to leading vehicle. If
the agent always chooses safe actions a 2 Asafe(t), the agent
remains in the safe free space indefinitely unless other traffic
participants violate traffic rules.

V. T R A I N I N G P H A S E

We collected 105 transition samples, which correspond
to approximately 90 hours of driving in our simulation
environment. One time step covers a duration of �t = 3.5 s,
which is the time the maneuver execution requires to finish
the chosen lane change.

In order to encounter as many diverse situations as possible
during the data collection phase, we do not rely on randomly-
collected data. Instead, we build a simple data-collecting
agent whose goal is to perform safe lane changes whenever
possible. The agent collects positive training samples that
would increase its reward by changing in lanes that allow
driving faster. Negative samples are collected when a certain
chosen action decreases the velocity of the RL agent. For
successful training, we ensure that the agent collects a
balanced data set consisting of both positive and negative
training samples.

In a preprocessing step, we perform min-max normalization
over the offline training data, i.e.,

snorm =
s � min(S)

max(S) � min(S)
, 8s 2 S, (6)

to speed up training [17, p. 226]. The neural network that
estimates our Q state-action values during training has a
13-100-100-3 topology, which means 13 input features for
the state vector, 2 hidden layers with 100 neurons each,
and 3 output neurons for the Q values for each of the 3

TABLE I
T R A I N I N G PA R A M E T E R S

Number of input neurons 13
Number of hidden layers 2
Number of neurons in each hidden layer 100
Connection between layers Fully connected
Number of output neurons 3
Activation function ELU
Mini-batch size 5
Weights initialization 1�

num hidden neuons
Bias value initialization 0.01
Gamma 0.99
Learning rate for Adam 1E-5
Number of training iterations ~100

possible actions. As an activation function for all 3 layers,
we used ELU (exponential linear unit) and as an optimization
algorithm, the Adam optimizer [26]. We chose the above
parameters empirically, after trying out different architectures
with different optimizers and activation functions. Tab. I
summarizes all parameters used for training.

V I . A P P L I C AT I O N P H A S E A N D E VA L U AT I O N

After the data collection and the learning phase of the
batch RL task are done, we can employ the learned policy.
Fig. 5 shows the decision-making process, from observing
a new state to choosing a safe action. After forwarding the
input through the 2 hidden layers, as an output we get the
estimates for Q(s, left), Q(s, keep), and Q(s, right). We
choose the action with maximum Q value and forward it
to the safety algorithm. If the action is considered safe, it
is executed; if not, we take the second best action. If that
one is also unsafe, we stay in the current lane. Note that the
action keep is always safe, since the RL agent respects the
safe distance to leading vehicles at any time (cf. Sec. IV).
While the safety algorithm guarantees that the agent does not
cause an accident, unavoidable accidents are still possible:
for example, if someone crashes into our vehicle from the
side or rear-ends it at the end of a traffic jam. In our case,
the underlying system prevents rear-end collisions.

In order to evaluate the performance of the RL agent, we
created 10 simulated highway traffic scenarios. Each scenario
lasts 500.5 seconds, which means the RL agent needs to
make 143 decisions (one decision each 3.5 seconds). In each

Figure: Reproduced from [Mirchevska et al., 2018].
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Safe RL for Lane Changes of Autonomous Vehicles

VIDEO
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How to Ensure Safe Actions of the RL Agent?

Dynamic obstacles: use reachability to compute forbidden set F over time

How to synthesize motions that are safe at all times?
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Fail-safe Planning/Control

I Fail-safe trajectories are provably safe motions that keep the system safe when the
nominal motion becomes (potentially) unsafe [Pek et al., 2020]

set of all legal
behaviors

possible legal
behavior

set of
safe states

fail-safe trajectory

intended
trajectory

ego vehicle
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Some Preliminaries
I State space X ✓ Rq and input space U ✓ Rr

I Input trajectory u
�
[t0, th]

�
, u(t) 2 U and state trajectory x

�
[t0, th]

�
, x(t) 2 X

I Workspace / environment W ✓ Rw occupied with obstacles b 2 B

I Obstacle footprint (over time) is given by occupancy sets Ob(t) ✓ (W)

I Operator occ : X ! Pow(W) maps states to occupancy set

I Set of collision-free states Xcf(t) := {x 2 X | 8b 2 B : occ(x) \Ob(t)}
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Persistent Feasibility
4 Invariably Safe Sets for Infinite Time Horizon Planning

ego vehicle x2
�
[t0, th]

�

x1
�
[t0, th]

�

v � 0

v � 0

road works

Figure 4.1: Safety problem of finite planning horizons. The ego vehicle plans two tra-
jectories, x1

�
[t0, th]

�
and x2

�
[t0, th]

�
, which end in states with high velocities

v � 0. Both trajectories are collision-free in the considered finite planning
horizon t 2 [t0, th]. However, only trajectory x2

�
[t0, th]

�
remains safe beyond

the finite horizon, since the vehicle can plan a feasible trajectory starting
at x2(th). In contrast, trajectory x1

�
[t0, th]

�
inevitably leads to a collision

with the road works.

the planning horizon - choosing t�horizon > thorizon - is also no remedy, since finite
horizons in general may lead to inevitable collisions.

Many approaches circumvent the problem of finite planning horizons by ensuring
that planned trajectories are collision-free within the finite planning horizon and end
in a given set of safe states that allow persistent feasibility [35,50,66]. However, we
cannot assume that such safe sets are provided, which raises the question of how to
define and e�ciently compute safe states for autonomous vehicles. Unfortunately,
this question has not yet been adequately answered. To compute safe states, the
autonomous vehicle has to 1) consider its own dynamics, 2) account for the future
behavior of obstacles in the environment, and 3) reason over an infinite time horizon
[226]. Applying these three requirements to the motion planning of autonomous
vehicles is challenging.

Various governmental institutions around the world have also identified the is-
sue of unsatisfactory definitions of safe states for the domain of autonomous vehi-
cles [39]. Legislative powers have already tried to specify safety requirements for
developing and testing autonomous vehicles, but they have clarified that defining
safe states for motion planning is still an open problem that urgently needs to be
solved [227, p. 13]. Particularly in emergency situations, the autonomous vehicle
must be able to determine safe states in a timely manner to avoid endangering
human lives.

Over the years, many di�erent approaches have been proposed to deal with in-
finite horizons, such as linear-quadratic regulators [190, 228–230], Lyapunov sta-
bility [231–233], receding horizon control [234], Markov decision processes with

64

I Both trajectories x1(·) and x2(·) are collision-free trajectories!

I However, only trajectory x2(·) remains collision-free when performing replanning
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What are Invariant Sets?
I Set invariance is an important concept in control (related to stability)

I Let us consider an arbitrary autonomous system ẋ = f(x) with x(0) = x0

I A set XIN ✓ X is said to be an invariant (w.r.t. f) if:

x(t0) 2 XIN ) 8⌧ � t0 : x(⌧) 2 XIN

I If trajectory enters XIN, it will remain in XIN indefinitely
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Importance of Invariant Sets for Infinite Horizon Planning
I Let us consider a more general system ẋ = f(x, u)

I We want to ensure that x remains in a certain set Xd

I Control invariant set XIN ✓ Xd:

XIN := {x(t0) 2 Xd | 9� : 8⌧ � t0 : �(⌧, x, �(x)) 2 Xd},

where � is a control law.

I If system is in XIN, we can find a trajectory to remain in XIN indefinitely
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Computation of Invariant Sets

Without loss of generality, we consider the system xk+1 = F (xk, uk)

I General observations:
1. if xk 2 XIS ) F (xk, uk) 2 XIS

2. what about
X 0 = {xk 2 Xd|F (xk, uk)2XIS}?

3. X 0 ◆ XIS

4. X 0 = R1
b with (\Xd, Xf = XIS)

5. Compute Ri+1
b with Xf = Ri

b

6. R1
b = Ri+1

b = Ri
b

7. X 0
IS = R1

b

) requires us to find a suitable terminal set to start with
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Example – Motion Planning for a Helicopter

Experiment from [Altho↵ et al., 2015]

I Use emergency maneuvers (Loiter circles) to compute invariant set

I Consider disturbances

Online Safety Verification of Trajectories for Unmanned Flight
with Offline Computed Robust Invariant Sets

Daniel Althoff1 Matthias Althoff2 Sebastian Scherer3

Abstract— We address the problem of verifying motion plans
for aerial robots in uncertain and partially-known environ-
ments. Thereby, the initial state of the robot is uncertain due to
errors from the state estimation and the motion is uncertain due
to wind disturbances and control errors caused by sensor noise.
Since the environment is perceived at runtime, the verification
of partial motion plans must be performed online (i.e. during
operation) to ensure safety within the planning horizon and
beyond. This is achieved by efficiently generating robust control
invariant sets based on so-called loiter circles, where the position
of the aerial robot follows a circular pattern. Verification of
aerial robots is challenging due to the nonlinearity of their
dynamics, the high dimensionality of their state space, and their
potentially high velocities.

We use novel techniques from reachability analysis to over-
come those challenges. In order to ensure that the robot never
finds itself in a situation for which no safe maneuver exists,
we provide a technique that ensures safety of aerial robots
beyond the planning horizon. Our method is applicable to all
kinds of robotic systems that follow reference trajectories, such
as bipedal robotic walking, robotic manipulators, automated
vehicles, and the like. We evaluate our method by simulations
of high speed helicopter flights.

I. INTRODUCTION
Unmanned aerial vehicles (UAVs) provide huge benefits

compared to manned vehicles. Examples are increased pay-
load capabilities due to the lack of a cabin, unique flight
envelopes since there are no g-force restrictions, no loss of
life in dangerous missions, the possibility of long surveil-
lance missions, and personal aerial deliveries by drones. An
example is the Boeing Unmanned Little Bird (ULB, Fig. 1)
which is equipped with a LIDAR and flies autonomously
in unknown environments [1]. The aforementioned benefits
can only be realized if safety challenges can be overcome.
Different from unmanned ground vehicles, standstill is often
not a safe option since fixed-wing aircraft or rotorcraft with
a high payload have to move to stay airborne. Furthermore,
transitioning to a standstill of a rotorcraft is impractical since
so-called loiter patterns can handle shorter sensor ranges,
which in turn allows one to operate the rotorcraft at higher
speeds [1]. Another challenge is that aerial vehicles face
stronger disturbances than ground vehicles since winds are
stronger at higher altitudes. To enable UAVs to operate in
the airspace and to develop trust it is necessary to guarantee
safety of these systems. One critical component is to ensure
that a safe alternative trajectory always exists that can be
executed in case the intended trajectory is infeasible. We

1,3 are with the Robotics Institute, Carnegie Mellon Univ., Pittsburgh,
USA, {althoff1,basti3}@andrew.cmu.edu
2 is with the Faculty of Computer Science, Technische Universität München,
85748 Garching, Germany, althoff@in.tum.de

Fig. 1: Automatic landing of the Unmanned Little Bird.

ensure this safety through emergency maneuvers that are safe
for an infinite time horizon. These emergency maneuvers,
however, are affected by sensor noise and disturbances (e.g.
wind) and need to respect obstacles, consider the limited
sensor capabilities, and still allow fast flight with the limited
acceleration of a typical UAV.

Previous work addresses the challenges to ensure safety
by limiting the acceleration and increasing clearance to
obstacles, leading to potentially unsafe behavior. Here we
explicitly model the influence of disturbances on the vehicle
and can therefore compute the set of possible behaviors
during the intended trajectory and for a potential subsequent
loiter circle. Only when all possible behaviors are collision-
free, we execute the plan to guarantee safety. The set of
possible behaviors of the closed-loop system is computed
via reachability analysis, which returns the set of states that
are reachable from a set of initial states subject to a set of
uncertain inputs (disturbances and sensor noise). Since the
aerial robot can move along a loiter circle forever, we are
able to verify the maneuver for an infinite time horizon. Due
to a constant replanning of the intended maneuver and the
subsequent loiter circle, the loiter circle is only executed if no
new and safe intended maneuver can be found. Once a new
safe maneuver exists, the aerial robot exits the loiter circle
and continues on its intended trajectory. Since loiter circles
are typically longer trajectories than the intended trajectories,
especially at high speeds, they take substantial time to verify.
We verify those maneuvers offline and use them to online
verify intended trajectories. To the best knowledge of the
authors, this is the first work that formally guarantees safety
for UAVs in the presence of disturbances and sensor noise for
a nonlinear model with a challenging number of dimensions
for formal verification.

II. RELATED WORK
The idea of computing invariant sets [2] (i.e. sets in

which a system stays forever) to ensure safety or stability of

of all obstacles is denoted as B =
�

i Bi, where all obstacles
are considered as static in this work.

The limitations of the perception system is modeled by a
field of view region FOV � W. Any obstacle which is inside
the FOV, Bi \ FOV(x(t)) 6= �, at state x(t) is assumed
to be detected by the perception system. Thus, the known
workspace Wk is the union of FOVs starting at time t0 and
is a subset of the workspace: Wk =

�
t FOV � W.

Due to sensor noise, the initial state of the robot is un-
certain and is represented by the bounded set R0 � X . The
solution �(t;x0, �(t)) of the closed-loop system consisting
of (1) and the controller u(t) = �(y(t), �(t)) is affected by
the disturbance and sensor noise while tracking a certain state
reference trajectory �. Thus, the reachable set for a reference
trajectory ��(t) during the time span [t0, tf ] and uncertain
sets R0, W , N describes the future set of states

Re([t0, tf ]; R0, �, W, N ) :=
�
�(t;x0, �(t), �(t),w(t)) |

t 2 [t0, tf ],x0 2 R0, �(t) = ��(t), �(t) 2 N ,w(t) 2 W
 
.

We employ the semicolon to distinguish between the argu-
ment (time interval) of the reachable set and the parameters
such as reference trajectory, initial set, bounded disturbance
and sensor noise. In the following we will omit the explicit
notation of the bounded disturbance and sensor noise for
the sake of a more compact notation. Since, one cannot
compute the set of reachable states Re exactly [25], we use
overapproximations R ◆ Re as described in Sec. V.

B. Problem Statement
Since we assume partially-known environments, the refer-

ence trajectory constitutes only a partial motion plan, which
is referred to partial motion planning [26]. We verify whether
the behavior of an aerial vehicle can lead to a collision during
the planning horizon and beyond. As mentioned earlier, we
can guarantee collision avoidance if the aerial vehicle enters
a Robust Positive Control Invariant Set (RPCIS) and this set
does not contain any obstacles.

Definition 1 (Robust Positive Control Invariant Set (RP-
CIS) (based on [2])): The set � is a robust positive control
invariant set if 8x(0) 2 �, w(t) 2 W , and �(t) 2 N there
exists a reference trajectory �(t) and a continuous feedback
control law u(t) = �(y(t), �(t)) for the system (1), which
assures x(t) 2 � for t > 0.

It is noted, that the definition from [2] refers to the
existence of a state feedback controller, while we later fix the
controller, but refer to the existence of a reference trajectory.
As it becomes clear from the definition, there exists a control
law and a reference trajectory that the robot can follow for
an infinite time horizon once the state is within a RPCIS.
A given initial set R0 is feasible for the system (1) for an
infinite time horizon in the presence of bounded disturbance
W and sensor noise N if there exists a RPCIS � with
R0 � � that lies within Wk, is free of obstacles and respects
the state and input constraints. This is formalized as follows.

intended reference  
trajectories 

valid robust positive
control invariant set

emergency reference  
trajectories 

border of 
known space

invalid robust positive 
control invariant set

obstacles

: reachable set of emergency trajectories 
: reachable set of intended trajectories

Fig. 2: Decoupling of trajectory verification into ensuring safety during the
planning horizon (intended trajectory) and ensuring feasibility beyond the
planning horizon. The reference trajectories of the intended plans are the
dashed lines and the solid lines illustrate the reference trajectories for the
emergency maneuvers. The associated reachable sets are depicted as shaded
gray areas around the reference trajectories. Both emergency reference
trajectories are not colliding, but the reachable set of the right emergency
maneuver is overlapping with an obstacle and thus it is not safe.

Problem 1 (Verifying Safety for an Intended Trajectory in
Uncertain Environments): Given the initial set of states
of the robot R0, the bounded disturbances W , the bounded
sensor noise N , the intended reference trajectory �, and the
known workspace Wk, the problem is to construct a RPCIS
� (Def. 1) for the system (1), such that 8t u(t) 2 U , R0 � �,
8x 2 � : x 2 X ^ A(x) \ B = � ^ A(x) � Wk.

IV. GENERAL IDEA

The general idea to efficiently construct a RPCIS as
described in Prob. 1 is to split its construction into two
parts. First, we compute the reachable set of the intended
trajectory online, followed by attaching the RPCIS of a
precomputed loiter circle as depicted in Fig. 2. The RPCIS is
constructed by computing reachable sets until the reachable
set of the current time interval is fully enclosed by a subset
of previously reached states:

Proposition 1. The reachable set R([0, t]; R0, �e) =�
t̃�[0,t] R(t̃; R0, �e) along the reference trajectory �e con-

stitute a RPCIS if

9t 2 [t0, 1), 9ti 2 (t0, t) :

R(t; R0, �e) ✓ R([t0, ti]; R0, �e).

Proof. According to the semi-group property of reachable
sets [?, p. 39] and with R[0,t]

0 := R([0, t]; R0, �e) one can
iteratively compute reachable sets as

R([0, t + �t]; R0, �e)=R[0,t]
0 [R([t, t + �t]; R[0,t]

0 , �e)

= R[0,t]
0 [

�
R([t, t + �t]; R[0,t]

0 , �e) \ R[0,t]
0

�
.

(2)

Since RPCISs are defined for an infinite time we have
to repeat (2) forever, unless a fixed point is reached,
i.e. R([0, t + �t]; R0, �e) = R([0, t]; R0, �e). From (2) one
can directly see that a fixed point is reached for
R([t, t + �t]; R[0,t]

0 , �e) \ R[0,t]
0 = �. Since

R(t; R0, �e) ✓ R([t0, ti]; R0, �e) ✓ R([0, t]; R0, �e)
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Barrier Certificates for Ensuring Safety

I Very similar to invariant sets

I Originates from the field of optimization theory

I Idea: barrier B(x) = 1, x ! @C cannot be crossed by system trajectories

I Lets consider a safe set
C := {x | h(x) � 0}, h : Rn ! R

I Nagumo’s theorem [Nagumo, 1942]:

C is invariant, ḣ(x) � 0, 8x 2 @C

I Controlled system:

C is invariant, 9u : ḣ(x, u) � 0, 8x 2 @C

33 / 46



Barrier Certificates for Ensuring Safety

I We are interested in defining the barrier property over the whole set

I Naive idea: ḣ(x) � 0, 8x 2 @C ) ḣ(x) � 0, 8x 2 C

I Less conservative idea using scaling:

ḣ(x, u) � ��(h(x)), 8x 2 C,

where � is a class K function with �(0) = 0

I Su�cient condition to show safety

I Can be formulated as a quadratic program (QP):

u? = arg min
u2U

||u� udes(x)||2

s.t. ḣ(x, u) � ��(h(x))
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Notes on Barrier Certificates

RL Agent SystemSafety filter

I Usually, point-wise optimal

I Closed form controllers exist

I Control Lyapunov function is special case of CBF

I Artifical potential fields are special case of CBF

I Theory can be extended to discrete systems as well

I More information in [Ames et al., 2019]
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Example – Control of a Segway

I Idea: safety is to keep segway upright [Gurriet et al., 2018]
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Example – Control of a Segway

VIDEO
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Gaussian Processes

I GPs represent distributions over functions

I Any state x is assigned a random variable r(x)

I Distribution is modeled as prior using dataset X:

p(r|X) = N (r|µ, K),where

r = (r(x1), . . . , r(xn)) I random vars.

µ = (µ1, . . . , µn) I mean

Ki,j = (xi, xj) I kernels

I Example kernel: (xi, xj) = �2
r exp

�
� 1

2`2 (xi � xj)T (xi � xj)
�

I Given dataset of samples, we can compute the posterior:

p(r?|X?, X, r) = N (r?|µ?, ⌃?)
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Gaussian Processes

I Posterior given noisy data samples X

� � � � �
�

�

�

�

�

�

�

���	

���
� �

���
� �

���
� �
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GPs for Safe Set Approximation

I Use GPs to approximate safe set

I Input: set of samples xi and value
function g(xi)

I Optimize safe set approximation

I Get estimates for unseen parts of the state
space

I Only a probabilistic estimate

I Can be applied in online learning
�

�
�

�
�

�
�
�
�
�

���
���
���
���
���
���
���
���

I More infos about GPs: [Reece and Roberts, 2010]
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Examples of GPs for Safety

Experiment from [Berkenkamp et al., 2016]
Safe Controller Optimization for Quadrotors with Gaussian Processes

Felix Berkenkamp, Angela P. Schoellig, and Andreas Krause

Abstract— One of the most fundamental problems when
designing controllers for dynamic systems is the tuning of the
controller parameters. Typically, a model of the system is used
to obtain an initial controller, but ultimately the controller
parameters must be tuned manually on the real system to
achieve the best performance. To avoid this manual tuning step,
methods from machine learning, such as Bayesian optimization,
have been used. However, as these methods evaluate different
controller parameters on the real system, safety-critical system
failures may happen. In this paper, we overcome this problem
by applying, for the first time, a recently developed safe
optimization algorithm, SAFEOPT, to the problem of automatic
controller parameter tuning. Given an initial, low-performance
controller, SAFEOPT automatically optimizes the parameters
of a control law while guaranteeing safety. It models the
underlying performance measure as a Gaussian process and
only explores new controller parameters whose performance
lies above a safe performance threshold with high probability.
Experimental results on a quadrotor vehicle indicate that the
proposed method enables fast, automatic, and safe optimization
of controller parameters without human intervention.

SUPPLEMENTARY MATERIAL
A video demonstrating the proposed safe, automatic con-

troller optimization on a quadrotor vehicle can be found
at http://tiny.cc/icra16 video. A Python implementation of
the algorithm is available in [1].

I. INTRODUCTION
Tuning controller parameters is a challenging task, which

requires significant domain knowledge and can be very time
consuming. Classical approaches to automate this process,
such as the ones in [2] and [3], either rely on model assump-
tions (e.g., linearity), which may be the very reason why the
initial, model-based controller performs poorly, or require
gradient approximations, which are difficult to obtain from
noisy measurements. Methods without these assumptions,
such as genetic algorithms [4], typically require an impracti-
cal number of evaluations on the real system. Moreover, all
these methods may converge to a local optimum.

In this paper, we present a method to automatically tune
controller parameters without requiring a model of the un-
derlying, dynamic system or the computation of gradients.
Additionally, our approach guarantees safety during the
convergence to the global optimum and only requires few
experiments (see Fig. 1).

Felix Berkenkamp and Andreas Krause are with the Learning & Adaptive
Systems Group (LAS), Departement of Computer Science, ETH Zurich,
Switzerland. Email: {befelix, krausea}@ethz.ch

Angela P. Schoellig is with the University of Toronto Institute for
Aerospace Studies (UTIAS), Canada. Email: schoellig@utias.utoronto.ca

This research was supported in part by SNSF grant 200020 159557,
NSERC grant RGPIN-2014-04634, and the Connaught New Researcher
Award.

Fig. 1. Overview of the algorithm. The safe Bayesian optimization
algorithm selects new, safe parameters at which the performance function is
evaluated on the real system. Based on the noisy information gained from
the experiment, the algorithm chooses a new, informative and safe evaluation
point at each iteration n. This is repeated until the optimum is found.

In general, the goal of automatic controller tuning is to
find controller parameters through experiments that optimize
a given performance measure. Yet the function that maps
controller parameters to performance values is unknown a
priori. Finding the global optimum of an unknown function
is an impossible task. However, by making assumptions
about the regularity of the unknown function, the field of
Bayesian optimization has developed practical optimization
algorithms (cf. [5]) that provably find the global optimum,
while evaluating the function at only a few parameter combi-
nations [6], [7]. Another major advantage of these methods is
that they explicitly model noise in the performance function
evaluations. Bayesian optimization methods often model the
unknown function as a Gaussian process (GP) [8], which can
guide function evaluations to locations that are informative
about the optimum of the unknown function [5], [9].

Bayesian optimization has been used in robotics to auto-
mate the process of tuning controller parameters. Examples
include gait optimization of legged robots [10], [11] and
controller optimization for a snake-like robot [12]. These
papers show that Bayesian optimization reliably finds the op-
timal controller parameters within a few experiments. In [13]
the controller parameters of a state-feedback controller were
automatically tuned using Bayesian optimization. In this
work, the cost matrices in the LQR framework were used
as a low-dimensional representation of parameters, which
made the method applicable to higher-dimensional systems.
A comparison of different Bayesian and non-Bayesian global
optimization methods can be found in [10].

Despite the experimental success of Bayesian optimization
methods, they have one weakness in real-world experiments.
While gradient-ascent methods, such as [2], typically im-
prove the controller at every iteration and thereby ensure that
the resulting controllers continue to be stable, informative
samples in Bayesian optimization are typically far away
from the original control law to gain maximum information.
This often leads to the evaluation of unstable controllers and
system failures early on in the optimization process.

2016 IEEE International Conference on Robotics and Automation (ICRA)
Stockholm, Sweden, May 16-21, 2016

978-1-4673-8026-3/16/$31.00 ©2016 IEEE 491
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controller in x-direction. The other two directions and the
heading angle are stabilized by separate controllers. The sys-
tem’s dynamics can be described by four states: position, x,
velocity, ẋ, pitch, �, and angular velocity, �. Measurements
of all states are available from an overhead motion capture
camera system. The control input, u, is the desired pitch
angle, which in turn is the input to an unknown, proprietary,
on-board controller. We define a linear control law, which
computes the control input at time k:

uk = k1(xk � rk) + k2ẋk. (14)

The control law depends on the reference position rk and is
parameterized by two parameters, a = (k1, k2).

The goal is to find controller parameters that maximize
the performance during a 1-meter reference position change.
For an experiment with parameters an at iteration n,

J(an) = C(an) � 0.95C(a0), (15)

C(an) = �
NX

k=0

xT
k Qxk + Ru2

k, (16)

where, to compute the cost C, the states x = (x � r, ẋ, �,�)
and the input u are weighted by positive semi-definite ma-
trices Q and R. The time horizon is 5 s (N = 350). Here we
have defined performance as the cost improvement relative
to 95% of the initial controller cost. The safe threshold is set
at Jmin = 0. In practice, Jmin can be chosen freely; however,
we cannot set the threshold equal to the performance of
the initial controller, as this does not allow the algorithm
to classify nearby states as safe and expand the safe set.

While the optimal controller gains could be easily com-
puted given an accurate model of the system, we do not
have a model of the dynamics of the proprietary, on-board
controller and the time delays in the system. Moreover, we
want to optimize the performance for the real, nonlinear
quadrotor system, which is difficult to model accurately. An
inaccurate model of the system could be used to improve the
prior GP model of the performance function, with the goal
of achieving faster convergence. In this case, the uncertainty
in the GP model of the performance function would account
for inaccuracies in the system model.

We discretize the controller parameter space uniformly
into 10, 000 combinations in [�0.6, 0.1]2, explicitly includ-
ing positive controller parameters that certainly lead to
crashes. In practice, one would exclude parameters that are
known to be unsafe a priori. The initial controller gains
are (�0.4, �0.4), which result in a controller with poor
performance. Decreasing the controller gains further leads
to unstable controllers.

To run the optimization algorithm we need to define a
kernel for the GP. In this work, we choose the Matèrn kernel
with parameter � = 3/2 [8],

k(ai,aj) = �2
�

�
1+

�
3 r(ai,aj)

�
exp

�
�

�
3 r(ai,aj)

�
, (17)

r(ai,aj) =
�

(ai � aj)TM�2(ai � aj), (18)
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Fig. 3. GP mean estimate of the performance function after 30 evaluations.
The algorithm adaptively decides where to sample based on safety and
informativeness. In the bottom-left corner, there is the magnified section of
the first three samples, which are close together to determine the location
of the initial, safe region. The maximum, magnified in the top-left corner,
also has more samples to determine the precise location of the maximum.
Other areas are more coarsely sampled to expand the safe region.

which is parameterized by three hyperparameters: measure-
ment noise, �2

� in (2) and (3), prior variance, �2
� , and postitive

length-scales, l 2 R|A|
+ , which are the diagonal elements of

the diagonal matrix M, M = diag(l), and correspond to
the rate of change of the function J with respect to a.
This kernel function implies that the underlying function J
is differentiable, takes values within the 2� confidence
interval [�2��, 2��] with high probability and, with high
probability, has a Lipschitz constant that depends on l and �2

� .
These hyperparameters encode our prior assumptions about
the unknown performance function. While it may be difficult
to find hyperparameters that describe the underlying function
perfectly, it is usually possible to specify parameters that
are conservative (i.e., large �2

� and �2
� , and small length-

scales, l). In general, the more assumptions can be made
(e.g., smoothness), the faster the algorithm will converge.
This leads to a trade-off between ensuring that the function
is well modeled (that is, the safe threshold is not violated),
and the number of experiments we are willing to conduct.

The parameters for the experiments were set as follows:
the length-scales were set to 0.05 for both parameters,
which corresponds to the notion that a 0.05-0.1 change in
the parameters leads to very different performance values.
The prior standard deviation, �� , and the noise standard
deviation, �� , are set to 5% and 10% of the performance of
the inital controller, C(a0), respectively. The noise standard
deviation, �� , mostly models errors due to initial position
offsets, since state measurements have low noise. The size
of these errors depends on the choice of the matrices Q
and R. By choosing �� dependent on the initial performance,
we account for the Q and R dependency. Similarly, ��

specifies the expected size of the performance function
values. Initially, the best we can do is to set this quantity
dependent on the initial performance and leave additional
room for future, larger performance values.
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Examples of GPs for Safety

VIDEO
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Conclusions

I Shields for continuous domains

I Reachability analysis can be used to detect future unsafe situations

I Persistent feasibility important to keep system safe

I Invariant sets allow system to remain safe

I Restrict actions so that system remains in safe set

I Control barrier functions and Gaussian processes to compute safe sets

I Synthesize of least restrictive shields, model-free vs. model-based world, uncertainty and
partial-observability
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