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Software Foundations

Volume 3  Verification of functional

. » data structures and
Verified Functional Algorithms shows how a
variety of fundamental data structures can a l go r | t h ms

be specified and mechanically verified.

* Sorting, search trees,
balanced trees,
priority queues...

SOFTWARE
| vowues |

- Verified Functional
Algorithms

Andrew W. Appel

* Only dependsonVol. 1

* Lectures available: —
https://deepspec.org/event/dsss17/lecture_appel.html
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https://deepspec.org/event/dsss17/lecture_appel.html

Software Foundations

_ * Combining property-based testing

QuickChick: Property-Based Testing in Coq W I t h th eorem p rOVi n g
introduces tools for combining randomized
property-based testing with formal ~ ¢ Intro d uces Q U / C kC h I C k |
specification and proof in the Coq . . ¢ |
ecosystem. an implementation of J o T
. . g ration |oo; “dep
QuickCheck in Coqg on speclfying MOGular yeric-olc 2 Practica|
progre ’ 8:3ms and N of

QuickChick

Property-Based Testing in Coq

* We will look a little bit
closer at this today
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Software Foundations

* Verification of C programs using the Princeton
Verified Software Toolchain

CompCert compiler

. * Based on a higher-order
~ impredicative concurrent
separation logic and proof
system called Verifiable C

Andrgw W. Appel \
Qinxiang Cao
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Software Foundations

Volume 6 * Introduction to separation logic

Separation Logic Foundationsis anin-depth = o Modern extension of the Hoare logic chapters of Vol. 2

introduction to separation logic—a practical
approach to modular verification of
imperative programs—and how to build
program verification tools on top of it.

* Volume 5 (Verifiable C) focuses on on using separation logic

WARE
Ol D/

- * Volume 6 focuses on implementing separation logic

Logic
oundations

Arthur Charguéraud

“i‘i& A
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QuickChick: Property-Based Testing in Coq

* Property-based testing provides randomised testing of properties

Fixpoint remove(x: nat) (1: list nat): list nat :=
match 1 with

| nil => nil
|y :: ys => if x =7 y then ys else y :: remove X ys
end.

Conjecture remove_property: forall x 1, —(In x (remove x 1)).
QuickChick remove_property.

— 2 [2; 2]
Failed! After 35 tests and 2 shrinks
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Overview

* Property-based testing requires four ingredients:
— An executable property

~ — Generators for generating random input for testing the properties

~ — Printers for showing data in counterexamples and statistics
- — Shrinkers for minimising counterexamples

“Simple versions of these (often good enough)
can be derived automatically!

« Generators, printers and shrinkers are based on type classes, which helps automation
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Type Classes

* Type classes enable ad-hoc polymorphism (overloading)

Class Show A : Type := Instance showBool : Show bool := Instance showNat : Show nat :=
{ { 1
show : A -> string show b := show := string_of_ nat
1. if b then "true" else "false" }.
}.

Instance showOption “{Show A} : Show (option A) :=
{ show true = “true”
show o :=
match o with show 42 = “42"
| None => "None"
| Some x => "Some
end

} UNIVERSITET

show (Just 10) = “Just 10"

++ show x




Type Classes over Properties

* In alanguage like Coq, we can also define classes of properties

Class DeckEg A :=

Instance NatDecEq : DecEqg nat.

{ constructor.
dec_eq : forall x y : A, {x = y} + {x <> vy} decide equality.
}. Defined.
Class Decidable (P : Prop) := if dec_eq 2 3 then true else false — false
{
dec : {P} + {~P} if @dec (2 = 3) _ then true else false =—> false
}.

Instance DecEgDec “{eqgDec: DecEq A} {x y : A}: Decidable (x = vy).

constructor.

destruct egDec as [eqgDec].

destruct (egDec x y); auto.
Defined.
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Type Classes in QuickChick

* Property-based testing requires four ingredients:
v, An executable property Decidability makes even propositions executable
— Generators for generating random input for testing the properties

v/ Printers for showing data in counterexamples and statistics

— Shrinkers for minimising counterexamples
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Type Classes in QuickChick

* Property-based testing requires two additional ingredients:

— Generators for generating random input for testing the properties

Inductive G A :-= Instance GMonad : “{Monad G} :=
| MkGen: (nat -> RandomSeed -> A) -> G A, {
ret := returnGen: A -> G A
Cl?ss Gen : (A : Type) := bind := bindGen: G A > (A > G B) > G B
}.
arbitrary : G A
}.

— Shrinkers for minimising counterexamples

Class Shrink : (A : Type) :=
{

shrink : A -> List A

1.
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Example: Binary Trees

* A generator and shrinker for binary trees

Fixpoint genTreeSized {A} (sz: nat) (g: G A) : G (Tree A) :=
match sz with

| 0 => ret Leaf
| S sz' =>
oneOf |

ret Leaf ;

11iftM3 Node g (genTreeSized sz' g) (genTreeSized sz' g)

oneOf: list (G A) -> G A

Fixpoint shrinkTree {A} (s: A -> list A) (t: Tree A): list (Tree A) :=
match t with
| Leaf => []
| Node x 1 r => [1] ++ [r] ++
map (fun x' => Node x' 1 r) (s x) ++
map (fun 1' => Node x 1' r) (shrinkTree s 1) ++
map (fun r' => Node x 1 r') (shrinkTree s 1)

end.

UNIVERSITET
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Generating Useful Data

* Randomly generated data will contain repetitions

* QuickChick allows you to skew the distribution in generators

oneOf: list (G A) -> G A
freq: list (nat * G A) -> G A

* Often we are only interested in data with a particular shape
* QuickChick lets you discard data based on preconditions
Definition bst insert spec t x := isBST t ==> isBST (insert x t)

* Oftenitis more efficient to write better generators!
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Main takeaways

 Testing helps proving! You can quickly check your properties
before proving them correct

 Proving helps testing! You are already specifying properties of your
data which can be used to generate better input data

Definition preservation := forall el e2 t,
//7@as_type]e1 t —>lsteps|e1 e2 -> has_type e2 t

W
There is a definition for this that can be used \\\
to generate well-typed expressions el There is a definition for this that can be used

to generate expressions e2 given an input el
15

« QuickChick is an active research project
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Questions so far?
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OOlong: an Extensible
Concurrent Object Calculus

Published 2018

My first “real” Coq project

IIIIIIIIIII



Modelling Reality
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Modelling Programming Languages

Featherweight Java

L

Cla551cjava /

ConcurrentJava
‘ Lightweight Jav?

Mlddlewelght Java

Q_J

~ —y Welt Welterwelght Java

SEEEIN
VEERP
19 uppsaLa
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HOW STANDARDS PROUFERATE:

(68 A/C CHARGERS, CHARACTER ENCODINGS, INSTANT MESSAGING, £TC)

SITUATION:

THERE ARE
|4 COMPETING
STANDPRDS.

17 RiDIcULoLS!

WE NEED To DEVELOR

ONE UNINERSAL STANDARD

THAT COVERS EVERYONES
USE CASES. YERH!

\O J

)

SOON:

SITUATION:
THERE ARE
15 COMPETING
STANDARDS.

https://imgs.xkcd.com/comics/standards.png
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Different Calculi have Different Level of Detail

FJ] | ClT [ ConJ | M]J | L] | W]
State X X X | X X
Statements X X X
Expressions | X X X X
Class Inheritance | X X X X | X X
Interfaces X

Concurrency X X

Stack X X
Mechanised | X* X

KTIEX sources X | X
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OOlong — Example Program

interface Counter {
add(x : int) : unit

} get() : int let cell = new Cellin

finish {
async {

class Cell implements Counter { lock(cell) in cell.add(1)

cnt @ int }
def add(n : int) : unit { async |
this.cnt = this.cnt
} is.cn is.cnt + n lock(cell) in cell.add(2)
def get() : int { }-}
this.cnt ’
} cell.get() // Read 3

}

UNIVERSITET



OOlong — Syntax

P w= IdsCdse (Programs)
Id = interface I {Msigs} (Interfaces)
| interface I extends I1, I
Cd = class C implements [ { Fds Mds} (Classes)
Msig == m(x:t):1 (Signatures)
Fd = f:t (Fields)
Md = def Msig {e} (Methods)
e 2= v | x| x.f | x.f=e (Expressions)

| x.m(e) | letx=e;ine; | newC | (t)e
|  finish{async{e;} async{ez}}; e3
|

lock(x)ine | locked,{e} « Run-time constructs
v c= null | (Values)
t w= C | I | Unit (Types)

I w= € | ILx:t | T,1:C (Typing environment)
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OOlong — Static Semantics

(Typing Expressions)
WF-VAR WF-LET
T T(x)=t TF'hei:t Ix:tikex:t
I'kx:t I'tletx =ejiney:t
WF-CALL
IF(x)=1t F're:ty WF-CAST
msigs (1)) (m)=y:t, > t T'te:t t <:t
T'+x.m(e):t Tr(te:t
WF-SELECT WF-UPDATE
I'rx:C I'rtx:C T're:t WF-NEW
fields (C)(f) =t fields (C)(f) =t +T FC
Fkxf:t 'k x.f =e: Unit 'tnewC:C
WF-LOC WF-NULL
FT I'()y=C C<:t +T bt
Fru:t I'+null:t
WEF-FJ
I'=I1+1» INrte : tq IDrer:ty T're:t

I+ finish { async { e; } async {e2 } };e:t

WF-LOCK
I'tx: b

I'+lock(x)ine: t

WF-LOCKED
T're:t ') =1t

T + locked,{e} : t

T'rte:t

||—P:t FIld +Cd +Fd |—Md|

WF-PROGRAM
VIde Ids. + Id

(Well-formed program)

VY Cde Cds. + Cd
t IdsCdse: t

€Ere:t

WF-INTERFACE WF-INTERFACE-EXTENDS
Vm(x:t):t' € Msigs. - tA+ t’ F I F I

+ interface I { Msigs }

+ interface I extends 1, I

WF-CLASS
Vm(x:t):t' € msigs(I).defm(x:t):t'{ e} € Mds
V Fde Fds. + Fd V Md € Mds.this : C + Md

+ class Cimplements I { Fds Mds }

WF-FIELD WF-METHOD
kit this: C,x:tre:t
Ffot this: Crdefm(x:t):t'{e}

it

24  UPPSALA
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OOlong — Runtime Configuration

cfg

N < T

obj

EXN

(H;V;T) (Configuration)
€ | H,1+— obj (Heap)
e | Vx> (Variable map)
(L,e) | T1||To > e | EXN (Threads)
(C,F,L) (Objects)
e | F,f—v (Field map)

locked | unlocked (Lock status)
NullPointerException (Exceptions)
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OOlong — Dynamic Semantics

(Evaluation of expressions)

cfgy < cfg

DYN-EVAL-CONTEXT

(H;V;(L,e)) — (H;V';(L',¢€))
(H; V;(L,E[e])) — (H";V';(L',E[]))

DYN-EVAL-VAR
Vix)=v

(H; V;(L,x)) — (H;V;(L,v))

DYN-EVAL-LET
x’ fresh V' =V[x' - v]

(H;V;(L,letx = vine)) — (H;V’;(L,¢"))

e =e[x— x’]

DYN-EVAL-CALL
V(x) =1 H(:) = (C,F,L)
methods (C)(m) =y:t; — t,e
this’ fresh )’ fresh
V' = V[this’ - ][y’ - v]
¢’ = e[this > this’][y — ']

(H; V;(L,x.m(v))) — (H;V";(L,€))

DYN-EVAL-CAST

(H; Vi (L, (1)v)) = (H; Vi(L,v)

DYN-EVAL-SELECT
Vix)=1  H(@)=(CFL)
F(fy=v

(H; Vi (L, x.f)) = (H;V;(L,v))

DYN-EVAL-UPDATE
Vix)=1 H(i) = (C,F,L)
H' =H[i1+ (C,F[f » v],L)]

(H; V5 (L, x.f = v)) < (H';V;(£, null))

DYN-EVAL-NEW
fields(C) = fi: t1, .., fn: tn
F = fi» null, .., f; = null
tfresh H’ = H[1 » (C, F,unlocked)]

(H; V;(L,new C)) — (H; V;(L,1))

DYN-EVAL-LOCK
Vix)=1 H(:) = (C, F,unlocked) 1 ¢ L
H’ = H[1+ (C,F,locked)] L' = LU {1}

(H; V;(L,lock(x)ine)) — (H’;V;(L’,locked,{e}))

DYN-EVAL-LOCK-REENTRANT

V(x) =1 H(:) = (C, F,locked) 1€ L
(H; V;(L,lock(x)ine)) — (H;V;(L,e))

DYN-EVAL-LOCK-RELEASE
H() = (C,F,locked) L' = L\{1}
H’ = H[1 — (C, F,unlocked)]

1; V;(L,locked, {v})) — (H;V;(L’,v))
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Evaluation Contexts

* Atrick to abstract over congruence rules for dynamic semantics

(H;V,e) & (H, V5 e (H;V;,e) & (H, V' e)
(H,Vix.f=e)o (H,V,x.f=¢) (H;V;x.m(e)) & (H, V', x.m(e'))

(H;V,e) & (H, V' e')

(H; Vilet x = e, in e;) & (H'; V;let x = e in e,)

27 UPPSALA
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Evaluation Contexts

* Atrick to abstract over congruence rules for dynamic semantics

* Introduce a single rule with an external structure, the evaluation context

El[e]ii=x.f=e¢|x.m(e)|let x=cine

(H;V,e) & (H, V' e)
(H;V;Ele]) & (H; V', E[e'])

UNIVERSITET



Evaluation Contexts 1 OOlong

Ele] :=x.f = o |z.m(e) |let x = @ ine | () o | locked, {e}

cfg, — cfg, (Evaluation of expressions)

DYN-EVAL-CONTEXT

(H; V5 (L, e)) — (H; V5 (L, €))
(H; V; (L,Ele])) — (H'; V'; (L, E[€]))




Evaluation Contexts in Coq

e Evaluation contexts can be modelled as functions

Definition econtext := expr -> expr.
Definition ctx_call (x : var) (m : method_id) : econtext := fun e => ECall x m e.

* Aninductive type lists all possible evaluation contexts

Inductive is_econtext : econtext -> Prop :-=
| EC_Call : forall x m, is_econtext (ctx_call x m)

Aruleinthe | EvalContext :
dynarnk:senwanﬂcs forall HH'" VV' nn' ctx e e' Ls Ls',

1s_econtext ctx ->

P/ (H, V, n, T_ Thread Ls e) ==>

n', T_Thread Ls' e') ->

n, T Thread Ls (ctx e)) ==> e
n', T Thread Ls' (ctx e')) UNIVERSITET

(H', V'
P/ (H, WV,
(H ) VI’



OOlong — Concurrency

cfgy < cfg, (Concurrency)

DYN-EVAL-ASYNC-LEFT
(H;V;Tv) — (H;V;TY)

(H;V;T1 || To > e) < (H; VT || T2 > e)

DYN-EVAL-ASYNC-RIGHT
(H; V;Tz) — (H;V';T)

H;V;Ti || T, > e) — (H; VT || T, > e)

DYN-EVAL-SPAWN
e = finish { async {e; } async { ez} };e3

(H; V;(L, e)) — (H;V;(L, e1) ||(0, e2) > e3)

DYN-EVAL-SPAWN-CONTEXT
(H; V;(L, e)) — (H;V;(L, e1)||(0, e2) > e3)

(H; V;(L, E[e])) — (H;V;(L, e)]||(0, e5) > E[e3])

DYN-EVAL-ASYNC-JOIN

(H; Vs (L) |I(L, V) D> e) — (H; V(L e))

UNIVERSITET



Well-Formedness Rules

' (H;V;T) : t (Well-formed configuration)
WF-CFG WF-HEAP
I'-H 'rV Vi:CeT.H(t) = (C,F,L)AT;C+F
'eT:t Hroo T Vi€ dom (H).: € dom(I) FT
' (H;V;T):t I'rH
WF-FIELDS

fields(C) = fi: t1, ...fn: tn
F'ewvw:ty, ..., T Fvg:ty

LCrfim v,y fu v

WF-VARS
Vx:tel'V(x)=vATFv:t
Vx€ dom(V).x € dom(I) FT

'V

WF-T-ASYNC
F'rThi:t F'rTe:t WF-T-THREAD WF-T-EXN
'kFe:t F're:t Ft FT
'rTh||Tz>e:t I'r(L,e):t I'rEXN:t

WEF-L-THREAD
Vie L.H(1) = (C,F,locked)
distinctLocks(e) Vi€ locks(e)..e L

H }'Iock (£9 e)

WF-L-ASYNC
heldLocks (7;) N heldLocks (T3) = 0
Y€ locks (e).t€ heldLocks (T;)
distinctLocks(e) Hroa Th Hroo T

H"locle”TZDe

WF-L-EXN

H k. EXN

32 UPPSALA
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OOlong — Type Soundness

PROGRESS. A well-formed configuration is either done, has thrown
an exception, has@teadlocke@ or can take one additional step:

VI, H, V, T, t . Tr(H;V;T) : t =

T = (£,v) VT = EXNV(Blocked((H; V; T))V
dcfg’, (H;V;T) — cfg’

PRESERVATION. If(H;V;T) types tot under some environment I,
and (H;V;T) steps to some (H";V’;T’), there exists an environment
subsuming T’ which types (H";V";T’) to t.

VI, H, H,V, V' T, T, t.
' (H;V;T):t \{H;V;T) —> (H;V;T") =
a’'T' - (H; VT :t AT C T

UNIVERSITET



Modules in the Mechanisation

Implementation
ListExtras «— Shared «— Meta details
= 7 4
RN pd

~ - MetaProp
Syntax <
Dynamic Types —— WellFormedness
A A e A
_,///f:;;7/£ﬂ———f ///////,___ SyntaxProp

r" = VR 7 * J
< WFProp

DynamicProp TypesProp

Properties and
g I

Locking <—— Preservation Progress

Nopias’
K j 34 uppsALA




Mechanised Semantics

* Total weight: ~4100 LOC
— Specification: ~1700 LOC Ni%%ﬂ?lec?ciirr?sfs
— Proofs: ~2200 LOC
— Custom tactics: ~200 LOC

* Uses tactics from TLC (no standard library)

* Used to also rely on Adam Chlipala’s crush tactic from CPDT

* The mechanisation adds ”"uninteresting” details (fresh variables etc.)

* There are also differences due to presentation (indexed heap, static expressions, etc.)

UNIVERSITET



Comparison of Mechanisatigns

~2600 LOC
FJ] | C1J | ConJ | MJ | LJ .
State X X X | X /XN
Statements X | X [

Expressions | X X X X X
Class Inheritance | X X X X | X \
Interfaces X Q( /

Concurrency X X

Stack X
[ Mechanised X* 1 X X l
X

KTIEX sources !




Lets look at some code!
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OOlong Sources Available Online

% EliasC Update README.md f449d42 - 6 years ago @ 15 Commits

EliasC commented 2 days ago

oCy This PR makes OOlong work for Coq 8.19.1 and also makes the following changes:

ott  Remove the LibTactics file and instead depend on TLC as an external dependency
 Remove dependency on CpdtTactics (the crush tactic), moving solely to TLC
9 .gitig « Hints that were implicitly added to the core database are now added to a new database oolong

This PR currently only makes the change for vanilla. Updating the other versions of the calculus is on my TODO list. Other
a REA future work is relying further on TLC to be able to get rid of ListExtras.v and some of the variable and freshness tactics.
Ideally | would update OOlong to use the locally nameless representation as supported by LibLN in TLC.
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Conclusions

* My first real Coq project was a bit rough around the edges
* There are things | would do differently today
* Reinvent fewer wheels (lists, maps, environments, variables...)

* Move smarter, not faster, and thereby get there sooner

The most important thing | learned was proof engineering

* | highly recommend developing your next formalism in Coq! Other proof assistants
are also cool!

UNIVERSITET



Best of Cluck in the Future!
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