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Value Based Risk Management

Faststallande
Kursplan for IV2023 giller fran och med HTo9

Betygsskala
A B,CD,E FX, F

Utbildningsniva

Avancerad niva

Huvudomraden

Sarskild behorighet

Course in security informatics on level C or D (year 3-5).

Undervisningssprak

Undervisningssprak anges i kurstillfallesinformationen i kurs- och programkatalogen.

Larandemal
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This course in IS/IT Risk Management focuses on the need to move information security
from a cost to an asset. In order to be able to transform security from a cost center to a
profit center, it is a precondition to understand business contexts in general and the sourcing
strategies (outsourcing and offshoring) in particular.

Kursinnehall

« Introduction to the concept of Shareholder Value

« Understanding of sourcing strategies (outsourcing and offshoring)

« Integration of security services and mechanisms in sourcing strategies
« Apply a Business-Driven Enterprise Security Architecture

Kursupplagg

Your assignment for the course will be to deliver a project proposal for business driven
security architecture. The assignment shall be based on a project (with some modifications)
to offshore a Fortune 100 company’s IT operations to an offshore supplier in Bangalore,
India.

Language: English

Kurslitteratur
Preliminary:

Sherwood et al: Enterprise Security Architecture — A Business Driven Approach, CMP Books,
2005, 1-57820-318-x

The report “India and China — from an Information Security Perspective”, C Magnusson, the
Confederation of Swedish Enterprise, 2006-09.

The report "Corporate Governance, Internal Control and Compliance - From an Information
Security Perspective", the Confederation of Swedish Enterprise, September 2007.

The reports can be downloaded from the web of the Confederation of Swedish Enterprise.

Examination
« PRO1 - Assignments, 7,5 hp, betygsskala: A, B, C, D, E, FX, F

Examinator beslutar, baserat pa rekommendation fran KTH:s handlaggare av stod till stu-
denter med funktionsnedsattning, om eventuell anpassad examination for studenter med
dokumenterad, varaktig funktionsnedsattning.

Examinator far medge annan examinationsform vid omexamination av enstaka studenter.

Nar kurs inte langre ges har student mojlighet att examineras under ytterligare tva lasar.
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Etiskt forhallningssatt

« Vid grupparbete har alla i gruppen ansvar for gruppens arbete.

« Vid examination ska varje student arligt redovisa hjalp som erhallits och killor som
anvants.

« Vid muntlig examination ska varje student kunna redogora for hela uppgiften och hela
l6sningen.
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